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Abstract—One of the strategies to recover from dual-link
failures is to employ link protection for the two failed links
independently which requires that two links may not use each
other in their backup paths if they may fail simultaneously. Such
a requirement is referred to as Backup Link Mutual Exclusion
(BLME) constraint and the problem of identifying a backup path
for every link that satisfies the above requirement is referred to
as the BLME problem.

This paper explores the BLME problem in depth by: (1)
formulating the backup path selection as an integer linear
program; and (2) developing a pseudo-polynomial time approx-
imation algorithm based on minimum cost path routing. The
ILP formulation and heuristic are applied to six networks and
their performance is compared to approaches that assume precise
knowledge of dual-link failure. The heuristic approach is shown
to obtain feasible solutions that are resilient to most dual-link
failures, although the backup path lengths may be significantly
higher than optimal. In addition, the paper demonstrates the
significance of the knowledge of failure location by illustrating
that network with higher connectivity may require lesser capacity
than one with a lower connectivity to recover from arbitrary
dual-link failures.

I. INTRODUCTION

Optical networks of today operate in a circuit-switched man-
ner as optical header processing and buffering technologies are
still in the early stages of research for wide-scale commercial
deployment. Protecting the circuits or connections established
in such networks against single-link failures may be achieved
in two ways: path protection or link protection. Path protection
attempts to restore a connection on an end-to-end basis by
providing a backup path in case the primary (or working) path
fails. The backup path assignment may be either independent
or dependent on the link failure. For example, a backup path
that is link-disjoint with the primary path allows recovery from
single-link failures without the precise knowledge of failure
location. On the other hand, more than one backup path may be
assigned for a primary path and the connection is reconfigured
on the backup path corresponding to the failure scenario that
resulted in the primary path failure. The former is referred to
as failure independent path protection (FIPP) while the latter
is referred to as failure dependent path protection (FDPP).

Link protection recovers from a single-link failure by re-
routing connections around the failed link. Such a recovery
may be achieved transparent to the source and destination of
the connections passing through the failed link. Link protection
at the granularity of a fiber switches all the connections on

a fiber to a separate (spare) fiber on the backup path. The
time needed to detect the fault, communicate to the end-
nodes, re-initiate connection requests on the backup paths,
and reconfigure the switches at the intermediate nodes could
sometimes cause the layers above the optical layer to resort
to their own restoration solutions. Link protection reduces
the communication requirement compared to path protection,
thus provides faster recovery. However, the downside of link
protection is that the capacity requirement is higher than that
of path protection.

Algorithms for protection against link failures have tra-
ditionally considered single-link failures [1], [2], [3] (for a
detailed description on protection approaches, refer to [4]).
However, dual-link failures are becoming increasingly im-
portant due to two reasons. Firstly, links in the networks
share resources such as conduits or ducts and the failure of
such shared resources result in the failure of multiple links.
Secondly, the average repair time for a failed link is in the
order of few hours to few days [4] and this repair time
is sufficiently long for a second failure to occur. Although
algorithms developed for single-link failure resiliency is shown
to cover a good percentage of dual-link failures [5], [6],
[7], [8], these cases often include links that are far away
from each other. Considering the fact that these algorithms
are not developed for dual-link failures, they may serve as
an alternative to recover from independent dual-link failures.
However, reliance on such approaches may not be preferable
when the links close to one another in the network share
resources, leading to correlated link failures.

Dual-link failures may be modeled as shared risk link group
(SRLG) failures. A connection established in the network
may be given a backup path under every possible SRLG
failure. This approach assumes a precise knowledge of failure
locations to reconfigure the failed connections on their backup
paths. An alternative is to protect the connections using link
protection, where only the nodes adjacent to the failed link
(and those involved in the backup path of the link) will perform
the recovery. The focus of this paper is to protect end-to-end
connections from dual-link failures using link protection.

A. Dual-link failure resiliency using link protection

Assume that two links, ¢; and ¢, failed one after the
other (even if they occur together, assume that one failed
first followed by the other) in a network G. The backup path



of the first failed link is analogous to a connection (at the
granularity of a fiber) established between two non-adjacent
nodes in the network G — {¢1}, which is required to be
protected against a single-link failure in G — {¢; }. Therefore,
strategies developed for protecting connections against single-
link failures may be directly applied for dual-link failures that
employ link protection to recover from the first failure.

Dual-link failure resiliency strategies may be classified
based on the nature in which the connections are recovered
from first and second failures. The recovery from the first link
failure is assumed to employ link protection strategy. Figure
1 shows an example network where link 1-2 is protected by
the backup path 1-3—4-2 when failed. The second protection
strategy will refer to the manner in which the backup path of
the first failed link is recovered.
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Fig. 1. Link 1-2 protected by backup path 1-3—4-2 when failed.

Link Protection — Failure Independent Protection (LP-
FIP). One approach to dual-link failure resiliency using link
protection is to compute two link-disjoint backup paths for
every link. Given a three-edge-connected' network, there
exists three link-disjoint paths between any two nodes [9].
Thus, for any two adjacent nodes, there exists two link-disjoint
backup paths apart from the link connecting the two nodes.
Let B, and Bj denote the two link-disjoint backups for link
£. Without loss of generality, assume that on failure of link /,
a connection routed along link ¢ will be re-routed on By. If
the first failure in the network happens to be one of the links
belonging to By, a subsequent failure of link ¢ will necessitate
switching of connections to backup path Bj. Hence, the node
connected to link ¢ must have some knowledge of the first
failure (not necessarily the location).

The backup path under LP-FIP may be computed as 1-5—
6—7-8-9—10-2. The backup path is identical under any second
failure that affects the path 1-3—4-2. When the second failure
occurs, a failure notification must be sent to node 1, although
this notification need not explicitly mention which link failed
in the path 1-3-4-2. Note that every link has two backup paths
assigned, one for single-link failure scenario and another for
dual-link failure scenario.

Link Protection - Failure Dependent Protection (LP-
FDP). For every second failure that affects the backup path, a
backup path under dual-link failure is provided. This backup
path is obtained by eliminating the two failed links from the
network and computing shortest path between the specific
node pairs. Figure 2 shows the backup path assigned for link

'A k-edge-connected network is simply referred to as a k-connected
network in the rest of this paper.

1-2 under dual-link failures. The backup path assignment is
different for different failures that affect the path. When a
second link failure occurs, a failure notification must be sent
to node 1, indicating the precise failure location on the path
1-3-4-2. It is fairly straight forward to see that the average
backup path length under dual-link failures using LP-FDP will
be lesser than that using LP-FIP. Every link is assigned one
backup path for single-link failure and multiple backup paths
(depending on the number of links in the backup path for the
single-link failure) under dual-link failures.

Link Protection - Link Protection (LP-LP). Notification
of the second failure location to different nodes for them to
reconfigure their backup paths may result in a high recov-
ery time. In order to avoid notification to other nodes and
reconfiguring at the end of the paths, link protection may be
adopted to recover from the second link failure as well. Figure
3 shows how the backup path 1-3—4-2 is reconfigured after
possible second link failures. Under this strategy, every link
will have only one backup path (for all failure scenarios). In
order for this strategy to work, the backup path under the
second failure must not pass through the first failed link! This
constraint is referred to as the Backup Link Mutual Exclusion
(BLME) constraint. Note that the above approach would fail
if the backup path for link 3—4 is 3—1-2—4 for the example in
Figure 3.

Backup Link Mutual Exclusion (BLME) Problem. Given
a network G and a set of dual-link failures F, where each
element f € F contains at most two links that can fail and
that the failure does not disconnect the network. Then, for
every link ¢ in the network, identify a backup path Py, such
that if a link ¢’ is in P, and both links £ and ¢’ can fail together,
then the backup path of link ¢’ does not use link £.

The problem is concisely described as: Given G and F,
identify P, V¢ € G such that V¢ £ £:

[ ePINEBfeF:Lef) AW ef)] = (&P

Background and prior work. A network must be three-
connected for it to be resilient to any two arbitrary link failures,
irrespective of the protection strategy employed. The only
related work in this context is [10] that attempts to provide
a heuristic solution to the BLME problem. The heuristic
solution, referred to as the Maximum Arbitrary Double-Link
Protection Algorithm (MADPA), is shown to find backup paths
satisfying the BLME constraint for all links in two networks
out of the three networks considered in their paper, however it
is not guaranteed to find a solution even if one exists. It may be
shown that three edge-connectivity is a sufficient condition for
the existence of a solution to the BLME problem, the proof
of which is omitted in this paper due to space constraints.
The readers are referred to the technical report [11], which to
the best of our knowledge is the first and only known proof
that three-edge-connectivity is a sufficient condition for the
existence of a solution.
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Fig. 2. Dual-link failure resiliency using LP-FDP.
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B. Scope, contribution, and organization

This paper assumes that link protection is performed at the
granularity of a fiber, where every link is equipped with one
primary fiber and one or two spare fibers in each direction
as necessary. Recovery from a failure is performed using fiber
switching, hence issues relating to specific connections flowing
through a link (such as wavelength continuity constraint) do
not arise. As the concept of dual-link failure resiliency using
only link protection has not received much attention in the
literature, the scope of the paper is restricted to obtaining
solution to the BLME problem with backup path length
as the only optimization metric. Considerations for actual
traffic carried on a link and recovery at the granularity of a
connection are beyond the scope of this paper.

Solution methodologies to the BLME problem are devel-
oped using two approaches by: (1) formulating the BLME
problem as an integer linear program (ILP); and (2) developing
a pseudo-polynomial time approximation algorithm. The trade-
offs involved in solutions that have and do not have the precise
knowledge of the failure location are compared by applying the
solution techniques to six networks. In addition, the paper also
establishes the potential benefits of a four-connected network
over a three-connected network when the knowledge of the
failure location is available.

The rest of the paper is organized as follows: Section II
describes the formulation of the BLME problem as an ILP with
some specific insights into the objective function and formula-
tion for networks that may not be three-connected. Section III
develops a pseudo-polynomial time approximation algorithm,
called Iterative Minimum Cost Path heuristic. Section IV
discusses the possibility of loop formation under the BLME
approach. Section V describes the results obtained by applying
the ILP formulation and heuristic to six networks. Section VI
shows the advantages of designing a four-connected network
over a three-connected network given that the location of two
failures are known. Conclusions and future work are discussed
in Section VIIL.

Dual-link failure resiliency using LP-LP.

II. BLME FORMULATION

Consider a network represented as a graph G(N, L), where
N and £ denote a set of nodes and undirected links, respec-
tively. A link ¢ € L is assumed to be bi-directional. Each link
is assumed to employ one primary fiber in each direction.

Let F denote the set of dual-link failures to be tolerated.
An element f € F consists of exactly two undirected links.

The BLME problem is formulated as an Integer Linear
Program (ILP) using undirected links. The central idea behind
this ILP formulation is to view the network as |£| distinct
graphs. Each graph, denoted as Gy, will provide a backup path
for link £. Equivalently, each graph G, will have a ring with
link ¢ present in it.

Let Fyp denote the existence of a failure f € F such that
L€ fand ¢ € f; 1if true, O otherwise.

Let g be a binary variable that indicates whether link ¢/
is present in graph G,: 1 if present, 0 otherwise. Similarly,
let By; be a binary variable that indicates whether node 7 is
present in graph G, or not: set to 1 if present, O otherwise.
Let Cy; denote whether node i is attached to link ¢ or not: 1
if true, O otherwise.

The formulation of backup path selection for all links sat-
isfying BLME constraint is shown in Figure 4. The objective
function is set to minimize the sum of the backup path lengths
of all links, or equivalently the average backup path length of
a link under a single-link failure. The average backup path
length under single-link failure, denoted by H, is computed
as:

_ 1
H= mZaw 1 (1)

=Y

The constraint GC ensures that a graph G, must contain a
ring with link ¢ present in it by forcing the corresponding link
variable to take a value of 1. The BLME constraint ensures
that for two links ¢ and ¢, if link ¢’ is present in Gy, then £ is
not present in graph G, provided the two links ¢ and ¢’ may
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Minimize ) ,c Dy

Graph constraint (GC).
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Fig. 4. ILP formulation of backup path selection with BLME constraint.

be unavailable at the same time. Otherwise, such a restriction
is not imposed.

The constraint RC ensures every graph has a ring, every
node ¢ that is present in a graph must have exactly two
outgoing (or incoming) links. The above constraint introduces
|£] x |NV| additional variables §y; to the formulation, however,
they are strongly correlated to the link variables gy .

The variables employed in the formulation are limited to
take binary values using Bounds.

For a network to be resilient to arbitrary dual-link failures,
the network must be three-connected. However, some real-life
networks may not be three-connected. For example, in the NJ-
LATA network of Figure 7, three dual-link failures involving
link pairs 1 and 2; 11 and 16; and 22 and 23 will disconnect
the network. If a dual-link failure involving two links ¢ and
¢’ disconnects the network, it is not possible to find backups
for links ¢ and ¢’ satisfying the BLME constraint as they will
have to include each other. The BLME constraint is relaxed
for these failure scenarios by not considering these dual-link
failures. In other words, Fy, is assigned 0 (assumed not to fail)
even though the links can be unavailable at the same time, if
their joint failure will disconnect the network.

III. A HEURISTIC APPROACH

As ILP solution times for large networks may be pro-
hibitively high, a heuristic approach is also developed. The
heuristic solution is based on iterative computation of min-
imum cost routing. The network is treated as an undirected
graph G. A set of auxiliary graphs corresponding to failure of
alink £ € G is created: Xy = G(N, L—{¢}). In each auxiliary
graph X, the objective is to obtain a path between the nodes
that were originally connected by link ¢. Let P, denote the
path selected in auxiliary graph X,. If a link ¢ is a part of the
path selected on graph Xy, then the path in graph X, must
avoid the use of link ¢. This is accomplished by imposing
a cost on the links in the auxiliary graphs and selecting the

minimum cost path. Let w¢ s denote the cost of link ¢ on
graph X, such that it indicates that graph X contains link ¢
and the two links ¢ and ¢’ may be unavailable simultaneously.
Hence, the cost values are binary in nature.

The cost of a path in an auxiliary graph is the sum of the cost
of links in it. At any given instant during the computation, the
total cost of all the paths (7) is the sum of the cost of the paths
across all auxiliary graphs. It may be observed that the total
cost must be an even number, as every link ¢’ in a path P, that
has a cost of 1 implies that link ¢ in path P, would also have a
cost of 1. For a given network, the minimum value of the total
cost would then be two times the number of dual-link failure
scenarios that would disconnect the network. If 7 denotes the
number of dual-link failure scenarios that would disconnect
the graph, then the termination condition for the heuristic is
given by T' = 27. Figure 5 shows the steps involved in the
Iterative Minimum Cost Path (IMCP) heuristic.

The complexity of an iteration of the IMCP heuristic
is dictated by the (backup) path selection step (Step 4.2.),
whose complexity is O(|L] + |N]| log |N]). The com-
plexity of an iteration of IMCP (decided by Step 4) is
O (I£]? + |£||N] log |N]). The number of iterations required
to obtain a solution depends on the connectivity of the net-
work. Although there is a terminating condition specified for
this algorithm, the algorithm is not guaranteed to terminate
for certain networks. Hence, one can limit the number of
iterations to be performed to a fixed threshold. If the algo-
rithm is restricted to a maximum of K iterations, the IMCP

heuristic is pseudo-polynomial with a worst-case complexity
of O (K|£|2 + K|L||N] log |N|)

IV. Loor FORMATION

Recall that the backup path of a link ¢ after its failure is
analogous to a connection established in a network which is
protected using link protection (for the second failure). Hence,
all the properties of a link protection strategy for a connection
in a regular network is valid in dual-link failure resiliency
using link protection. Loop formation is one among them!

Consider a failed link (connecting nodes 1 and 8) whose
backup is established along a path where the nodes in the path
are numbered from 1 through 8. Figure 6 shows two kinds of
loop formation.

In Figure 6(a), link 4-5 is protected by the backup path 4-7—
6-5. Upon failure of link 4-5, the backup between nodes 1 and
8 is modified as 1-2-3-4-7-6-5-6-7-8, resulting in the loop
7-6-5—6—7. While this loop could be pruned using signaling,
it is only necessary to reduce path delay. The backup path for
4-5 will route both its primary fiber and the secondary fiber of
link 1-8 through the path 4—7-6-5, hence two spare fibers will
be used in each of these links. The loop formation involves
the same links, however the links are traversed in opposite
direction. As every link needs to be equipped with two spare
fibers in each direction (for bi-directional connectivity), there
will not be a resource contention.

Figure 6(b) shows another kind of loop formation where
there is a potential resource contention. The backup path of



Iterative Minimum Cost Path (IMCP) Heuristic

Step 1. Obtain auxiliary graphs X; for every £ € X as X, = X — {¢}. Note that every link £ € X is assumed to be bi-directional in nature.
Step 2. Initialize the path to be found in every graph X, as an empty set. P, «— ¢ V{ € X.

Step 3. Initialize the cost of all the links in every auxiliary graph to 0. wg < O,

Step 4. For every auxiliary graph X

Yee X, 0 cX,.

1) Erase the old path and update the cost in auxiliary graphs; i.e., for every link £’ € Py, update wyr o < 0. Py — ¢.

2) Re-compute the least cost path P.

3) If a link £ is present in this graph, then increase the cost of link £ in auxiliary graph X,; i.e. For every link ¢ € P, update

wZ/,Z — ngg/.

Step 5. Compute the total cost of all paths over all the auxiliary graphs; i.e. T = Zzex Ze'em We, g
Step 6. If the total cost of all the paths equals the threshold of 27, where 7 is the number of dual-link failure scenarios that would disconnect
the graph, then it indicates the best possible solution has been obtained; i.e., if 7" = 27, go to Step 7. Otherwise, go to Step 4.

Step 7. Stop.

Fig. 5.

(a) No resource contention

~ ~
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(b) Contention on links traversed in same direction
Fig. 6. Illustration of loop formation in dual-link failure resiliency with
BLME. (a) Looping with a link traversed in opposite directions. (b) Looping

with links 2-3 and 6-7 are traversed twice in the same direction; thus requiring
pruning.

link 4-5 is 4-2-3-6-7-5. Upon failure of link 4-5, the backup
between nodes 1 and 8 is modified as: 1-2-3-4-2-3-6-7-5—
6—7-8; resulting in two loops 2-3—4-2 and 7-5-6-7. Note that
links 2-3 and 6-7 are traversed in the same direction. If such
a loop formation is allowed, then links 2-3 and 6-7 must be
equipped with three spare fibers as the backup path for link
4-5 would be switching two fibers. As the network is assumed
to have at most two link failures, it must be sufficient to equip
every link with two spare fibers. Therefore, if the links have
only two spare fibers, pruning of the backup paths cannot be
avoided. The pruned backup path between nodes 1 and 8 after
link 4-5 failure would be 1-2-3-6—7-8; while the backup path
of link 4-5 would be 4-2-3-6-7-5.

The looping problem described here is similar to those
encountered in any link protection mechanism. The paths can
be pruned using a signaling mechanism that would be required
to establish the backup paths. Note that the signaling cannot
be completely avoided as a link can serve as backup for more
than two other links, hence protection switches cannot be
configured prior to failure.

V. PERFORMANCE EVALUATION

The performance of the ILP and heuristic algorithm de-
veloped in this paper are evaluated by applying them to six

Steps involved in the Iterative Minimum Cost Path (IMCP) Heuristic solution.

networks as shown in Figure 7: (a) ARPANET; (b) NSFNET?;
(c) Node-16; (d) Node-28; (e) Mesh-4x4; and (f) NJ-LATA.
All networks except NJ-LATA are three-connected. The NJ-
LATA network is not three-connected as nodes 1, 6, and 11
have degree 2 and is considered “as is” for performance eval-
uation. The Node-16 and Node-28 networks are hypothetical
networks used to test the limits of the ILP. All the nodes in
these two networks have exactly three links connected to them,
thus these two networks are minimally three-connected.

Dual-link failure scenarios occur in network due to two
reasons as mentioned in Section I. Firstly, link resources such
as conduit or duct are shared by multiple links for ease of
layout. Such sharing of resources is typically limited to links
that are close to each other, such as adjacent links. Hence,
dual-link failure scenarios under such shared resource failure
typically affect only near-by links. The second case of dual-
link failure scenario is due to the time required to repair a
failed link. Before a failed link is repaired, another link in the
network could fail. The possibilities of such a link failure are
typically rare. If it can be assumed that most of the dual-link
failures may be caused because of failure of shared resources,
then it is of interest to identify backup paths assignments by
considering only failure of near-by links.

Two kinds of dual-link failures are considered for per-
formance evaluation: (1) arbitrary dual-link failures; and (2)
adjacent dual-link failures. Two links that are attached to a
node are referred to as adjacent links. Note that any dual-link
failure that will disconnect the network is not considered in
computing the number of failures that can be tolerated.

A. Performance Metrics

The performance metrics considered specifically for the ILP
solutions are: (1) solution time and (2) optimality bound. The
optimality bound is relevant in scenarios where the ILP could
not obtain optimal solution, but has a feasible solution with
a known bound on optimality. The ILP is solved using the
CPLEX 8.1 solver [12] on a single-processor Pentium-4 2.53

2The NSENET network considered here has been modified from the original
network with the addition of link numbered 23 to keep the network three-
connected.
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GHz computer with 512 MB of RDRAM. The metric that is
considered specifically for heuristic is the number of dual-link
failures that can be tolerated, as the heuristic is not guaranteed
to recover from all dual-link failures.

In addition to the above metrics that are specific to the ILP
and heuristic, certain common metrics for both the approaches
are also evaluated: (1) average and maximum backup path
length for a single-link failure; (2) average and maximum
backup path length under dual-link failure scenario; and (3)
total spare capacity required.

The backup path length under a single-link failure scenario
is simply the length of the backup path when the only failure
in the network is the particular link itself. The backup path of
a link under dual-link failure scenario is computed as: (1) the
backup path length of the link alone if the backup does not use
the second link; (2) it is computed after pruning if the backup
employs the second failed link. The average and maximum
backup path length under dual-link failures is computed over
all dual-link failures in the network.

The spare capacity requirement is computed as discussed in
[10]:

o If a link #; is not in the backup of any other link, i.e.,
oy, ¢, =0 Vlg, then no additional capacity is required.
e A link will require 200% additional capacity un-
der two conditions: (1) link /¢; is in the backup
path for two links ¢ and /¢35 that could be un-
available simultaneously, mathematically represented as
Dty by ey £ytls Cla ity Ot 0y F oy 05 > 05 01 (2) link £
is in the backup of /5, /5 is in the backup of /3, and /o

e e e
(e) Mesh-4x4

Networks considered for performance evaluation.

(f) NJ-LATA

and /3 can both be unavailable together, mathematically
represented as Yy y e rrp, 2,105 Cla b2 ,00 F oy 05 > 0.

o In all other cases, the link requires one additional fiber,
a 100% additional capacity.

ILP results. Table I shows the results for the six networks
to be resilient to arbitrary dual-link failures obtained using
ILP with the objective to optimize the average backup path
length under single-link failure scenario. The CPLEX program
terminated due to insufficient memory for Node-28, and Mesh-
4 x4 networks. While this is indicative of the complexity of
the problem, feasible solutions were obtained as intermediate
values. The best value obtained before termination is reported
for these networks. It is observed that the solution time
increases significantly with increase in the network size. For
scenarios where an optimal solution is not found, the value
of optimality bound indicates the worst-case deviation of best
value from the optimal. It is to be noted that although an
optimal solution may not be obtained, a feasible solution
is obtained for all the networks considered, confirming the
existence of a solution.

It is observed that a 200% additional capacity (two spare
fibers) is required in all the links of all the networks except
NJ-LATA. Such a requirement can be immediately deduced
from the connectivity of the network. For example, whenever
a link is necessary> to keep the network three-connected, then
such a link must have two spare fibers. Thus, the networks
Node-16 and Node-28 will require 200% additional capacity
even when only adjacent links may fail together. Such a 200%

3Removal of the link will result in the network not being three-connected.



requirement in capacity may be reduced only on those links
whose removal does not affect the three-connectivity property
of the network. For example, the link between WA and UT
in the NSFNET may be removed without affecting the three-
connectivity property of the network. However, such a solution
would have an increased average backup path length. For
NJ-LATA network, two of the three link pairs whose failure
disconnects the network were not present in more than one
backup path, hence a reduction of 4 fibers was obtained.
The high connectivity in the NJ-LATA network results in
this reduction even when the objective function is not set
to minimize capacity, which is purely coincidental. Such a
reduction cannot be guaranteed for all networks.

It is also observed that the average backup path length under
dual-link failures (for Node-16 and Node-28 networks) may
be lower than the average backup path length under single-link
failure scenarios due to path pruning.

Table II shows the results obtained from ILP considering
only adjacent dual-link failures. The number of adjacent dual-
link failures is significantly less than the number of arbitrary
dual-link failures, thus leading to a significant improvement
in solution time and average hop length. The CPLEX pro-
gram terminated due to insufficient memory for the Node-
28 network. The best integer solution obtained at the time of
termination is reported in the table. The backup path length
under a single-link failure scenario is considerably reduced
when compared to the results for any arbitrary link failures
(10.191 to 6.786 for Node-28).

The backup path length under dual-link failures decreases
for adjacent failures compared to arbitrary failures, and so
does the number of dual-link failures in the network. If the
reduction in the backup path length dominates the reduction
in the number of dual-link failures, then the average backup
path length for adjacent link failures will be lesser than that of
arbitrary link failures, otherwise it will be higher. The former
is the case for Node-16 and Node-28 networks but latter is the
case for NSFNET, ARPANET, NJ-LATA networks. Mesh-4 x4
remains unaffected.

Heuristic results. Tables III and IV show the results
obtained using the IMCP heuristic approach for tolerating
arbitrary dual-link failures and adjacent dual-link failures,
respectively. Interestingly, this simple heuristic obtains solu-
tion that can tolerate most dual-link failures for the networks
considered; the solution cannot recover from four dual-link
failures for Node-28 under arbitrary dual-link failures.

The heuristic produces a solution in relatively less number
of iterations for five of the six scenarios. A maximum of thirty
iterations were performed. The running time of the IMCP
heuristic for obtaining a solution under arbitrary dual-link
failures was found to be less than 20 ms for all networks
except the Node-28 network for which the algorithm ran for
170 ms to complete thirty iterations. The running time for the
IMCP heuristic for obtaining a solution under adjacent dual-
link failures was observed to be less than 10 ms for all the
networks considered.

While the objective of the heuristic is to obtain a feasible

solution, it is not guaranteed to find a solution (as seen in
the Node-28 network for arbitrary dual-link failures). The
results presented in this paper are obtained by iterating over a
given ordered set of links. In our study where we considered
iterating the auxiliary graphs in the reverse order, the heuristic
could not find a feasible solution for Node-16 and Node-28
networks under arbitrary dual-link failures. The number of
iterations required to arrive at the solution depends on a lot
of parameters, specifically the order in which the auxiliary
graphs are considered and the weights employed. Comparing
the results of the heuristic to that of the ILP, it is observed
that the heuristic can be as worse as 60% above optimal for
average backup path lengths.

Comparing to the MADPA heuristic in [10], [13], the IMCP
heuristic obtains a solution that recovers from all dual-link
failures for ARPANET while MADPA tolerates only 490 (out
of 496) unordered dual-link failures. Comparison to average
path length obtained by MADPA is not performed as the
authors of the work indicated that the results presented in [10],
[13] were obtained before pruning.

Comparison to LP-FDP. Tables III and IV also compare
the heuristic results (LP-LP) to the LP-FDP approach which
assigns failure dependent backup paths for every link. The
backup paths for a link ¢ for the LP-FDP scheme under single
and dual-link failures are obtained by simply eliminating the
failed link(s) and computing the shortest path between the
nodes connected by link ¢. Firstly, LP-FDP recovers from
all dual-link failures that do not disconnect the network. It
is observed that the knowledge of precise failure locations
significantly reduces the backup path length under dual-link
failure scenarios. The optimal (or best) values of the backup
path lengths obtained by optimizing the average backup path
length using ILP are found to be as high as twice the backup
path lengths obtained under LP-FDP. The increased backup
path length for LP-LP may also result in an increased recovery
time from the second failure compared to LP-FDP.

While the advantages of the LP-LP strategy are that every
link will have only one backup path and the failure location
need not be explicitly notified to nodes that are not present in
the backup path, the latter becomes a significant drawback
in networks with very high connectivity, specifically when
optimizing the total spare capacity.

VI. CAPACITY OPTIMIZATION FOR DUAL-LINK FAILURE
RESILIENCY IN HIGHLY CONNECTED NETWORKS

The ILP developed in this paper has an objective of reducing
the average path length while the IMCP heuristic attempts to
just find any feasible solution. Often network designers are
interested in minimizing spare capacity. The ILP developed
in this paper could certainly be modified to minimize total
spare capacity under the BLME approach. However, a direct
way to minimize the total spare capacity for arbitrary dual-link
failures would be to reduce the given network to a minimally
three-connected network and employ two spare fibers per
link. The ILP or IMCP heuristic may be employed on the
minimally three-connected network to obtain backup paths.



TABLE 1
ILP RESULTS FOR TOLERATING ARBITRARY DUAL-LINK FAILURES.

Metric ARPANET NSFNET Node-16 Node-28 | Mesh-4x4 | NJ-LATA
Solution time in seconds 1655.55 63.16 37529.08 8740.42 26450.83 1.59
(Optimality bound) (Optimal) | (Optimal) (Optimal) (45.13%) (8.8%) (Optimal)
Average backup path length | 4 719 4.087 6.125 10.191 35 2.130
(single failure)
Maximum backup path 9 6 12 23 5 3
length
Average backup path length | 4 ¢;¢ 4.314 6.069 9.256 3.667 2.192
(dual failure)
Maximum backup path 13 10 13 22 9 4
length
Total spare capacity 64 46 48 84 64 42
TABLE 11
ILP RESULTS FOR TOLERATING ADJACENT DUAL-LINK FAILURES.
Metric ARPANET NSFNET Node-16 | Node-28 | Mesh-4x4 | NJ-LATA
Solution time in seconds 18.88 1.63 10.05 4494.16 0.17 1.16
(Optimality bound) (Optimal) | (Optimal) (Optimal) (23.4%) (Optimal) (Optimal)
Average backup path length | 4 ;55 3.696 4.917 6.786 3.00 2.130
(single failure)
Maximum backup path 8 5 7 18 3 3
length
Average backup path length | 5 ;5g 4532 6.021 7.565 3.667 2.309
(dual failure)
Maximum backup path 13 9 12 21 5 4
length
Total spare capacity 64 46 48 84 64 42
TABLE III

PERFORMANCE COMPARISON OF IMCP HEURISTIC AND LP-FDP FOR TOLERATING ARBITRARY DUAL-LINK FAILURES.

Metric ARPANET NSFNET Node-16 Node-28 Mesh-4x4 NJ-LATA
iMcP | LP-FDP | iMcP | LP-FDP | iMcP | LP-FDP | iMcP | LP-FDP | McP | LP-FDP | McP | LP-FDP
Number of dual-link failures | 496 | 496 | 253 | 253 | 276 | 276 | 857 | 861 | 496 | 496 | 250 | 250
tolerated
Average backup path length | ¢ 375 | 394 | 4.870 | 3.043 | 7.708 | 3.125 | 8.595 | 3.500 | 4.750 | 3.000 | 3.609 | 2.000
(single failure)
Maximum backup path length 12 6 9 5 13 6 19 3 9 3 7 2
(single failure)
Average backup path length | ¢ 375 | 3515 | 40986 | 3.140 | 7.232 | 3.406 | 8.944 | 3.718 | 4.815 | 3.00 | 3.486 | 2.016
(dual failure)
Maximum backup path length
(o faiiorg 14 8 11 5 14 7 21 11 11 3 8 3
Total spare capacity 64 64 46 46 48 48 84 84 64 64 46 46
TABLE IV
PERFORMANCE COMPARISON OF IMCP HEURISTIC AND LP-FDP FOR TOLERATING ADJACENT DUAL-LINK FAILURES.
Metric ARPANET NSFNET Node-16 Node-28 Mesh-4x4 NJ-LATA
IMCP LP-FDP IMCP LP-FDP IMCP LP-FDP IMCP LP-FDP IMCP LP-FDP IMCP LP-FDP
Number of dual-link failures |, 72 54 54 48 48 84 84 96 96 92 92
tolerated
Average backup path length | ¢ 094 | 3094 | 2.600 | 3.043 | 6.333 | 3.125 | 8.119 | 3.500 | 4.688 | 3.000 | 3.043 | 2.000
(single failure)
Maximum backup path length 11 6 7 5 12 6 16 3 7 3 5 >
(single failure)
Average backup path length
dual falure) 6.413 | 3.729 | 4.484 | 3.398 | 6.771 | 4.417 | 8.625 | 5.071 | 4.729 | 3.00 | 3.175 | 2.079
Maximum backup path length 13 3 10 5 12 7 18 9 9 3 7 3
(dual failure)
Total spare capacity 64 64 46 46 48 48 84 84 64 64 46 46




The average backup path lengths will increase as the reduced
network will have lower connectivity. The reason for the
above argument is that the recovery from the second failure
takes place without the precise knowledge of the first failure
location. Hence, certain links are forced to employ 200%
spare capacity. If a network is minimally three-connected, then
every link must carry 200% spare capacity, irrespective of the
strategy employed for dual-link failure resiliency. However, as
the connectivity of the network is increased, it is possible to
reduce the total spare capacity significantly given the precise
knowledge of the dual-link failure.

Assume that every link is assigned a backup path for every
dual-link failure (similar to LP-FDP) by eliminating the failed
links and computing . Under a dual-link failure involving links
{1 and /s, if the backup paths By (for /1) and By (for {5)
are link-disjoint, then every link on these two backup paths
will require only one spare fiber even under dual-link failure
scenarios. If such a requirement is satisfied for all dual-link
failures, then every link requires only one spare capacity. If
the network is only three-connected, a few links could still
carry only one spare fiber.

If a network is (even minimally) four-connected, then it
is possible to find two link-disjoint backup paths for the
two failed links, as shown by the following theorem, hence
requiring only one spare fiber on all the links.

Theorem: Given a four-connected network X with a dual-link
failure involving any two arbitrary links ¢; (connecting nodes
s1 and dj) and ¢y (connecting s and ds), there exists backup
paths B; for link ¢; and B, for link ¢5 such that B; and Bs
are link-disjoint.

Proof. After two link failures, the resultant network G’ =
G — {1, 45} is either (1) at least three-connected, or (2) two-
connected.

Case 1: If G’ is three-connected, then by a variant of
Menger’s theorem [9], there exists three link-disjoint paths
from a source = to three different destinations yi, y2, and
ys. Setting x = $s1, y1 = dy, Yo = S9, and y3 = do,
there exists three link-disjoint paths P(sy,dy), P(s1,s2), and
P(s1,dz). By combining the paths P(s1, s2) and P(s1,d2),
a path P(s2,d2) (through s1) is obtained that is link-disjoint
with 73(31, dl)

Case 2: If G’ is two-connected, there exists a cut-set* in the
graph as shown in the Figure 8.

Given that the original network is four-connected, there ex-
ists four link-disjoint paths between any two nodes. Therefore,
there exists four link-disjoint paths from s; to d;. The four
link-disjoint paths must be of the form:

Pi(s1,d1) = {61}
PQ(Sl, dl) = 7)(517 82) @] {52} U P(dg,dl)
Pg(sl, dl) = P(Sl, 83) U {63} U P(dg,dl)
P4(81, dl) = P(Sh 84) U {64} @] ’P(d47d1)

“The figure depicts only the nodes and links that are of interest. Some
nodes and links that lie within the sets to keep the network four-connected
are not shown.

VN Sy dy 71

\
\ \
O
\\ S3 ds 7
\
ot+2 1
dy

S4

Fig. 8. A cut-set of a four-connected network where removal of links ¢; and
£2 results in a two-connected network. The solid lines denote a link between
two nodes; while the dotted lines denote a path.

As the above four paths between s; and d; are link-disjoint,
the paths P(s1,s2), P(s1,53), and P(s1,s2) must also be
mutually link-disjoint. By combining the paths P(s1,s2) and
P(s1,83), a path P(s2, s3) can be formed that is link disjoint
with the path P(si,s4). Using a similar argument, two link
disjoint paths P(ds, d2) and P(dy4, d;) may be obtained.

Note that the paths P(ss,s3) and P(s1,s4) are obviously
link-disjoint with the paths P(ds,ds) and P(d4,d;) as they
belong to two disjoint cut-sets. Using the above link-disjoint
paths, backup paths for links ¢; and ¢ may be obtained as:

B(Sl, dl) = 73(51, 34) U {54} U P(d4, dl)
B(SQ, d2) = 7)(52, 53) @] {63} @] P(dg, dg)

The above two backup paths are link-disjoint as the individual
path segments are mutually link-disjoint. Q.E.D.

Incorporating the link-disjoint path constraint for obtaining
backup paths under dual-link failure scenarios will result in
increased backup path lengths. However, the capacity savings
obtained with the knowledge of failure locations could be
significant. For example, consider a network with N nodes
(assume N to be even) that can be either minimally three-
connected or minimally four-connected. The minimum number
of links required to form a minimally three-connected network
is 1.5N. These links must be equipped with one primary
fiber and two spare fibers to recover from any dual-link
failure (irrespective of whether failure locations are known
or not). Thus a total of 4.5N capacity is required. On the
other hand, the minimum number of links required to form a
minimally four-connected graph is 2N, where each link will be
equipped with one primary and one spare fiber. Thus, a total
of 4N capacity is required®. The MESH-4x4 network (16
nodes and 32 links) considered in this study is a minimally
four-connected network that can be reduced to a minimally
three-connected network by removing 8 links. The capacity
provisioned under minimally three-connected and minimally
four-connected scenarios would be 72 (24 primary + 48 spare)
and 64 (32 primary + 32 spare) fibers-links, respectively.

The advantages of a minimally four-connected network over
a minimally three-connected network are: (1) reduction in total

SNote that this computation does not take into account the lengths (or
cost) of the link. The cost of increasing the connectivity could be higher if
the additional links are longer (or higher cost), resulting in lower capacity
savings.



capacity by up to 11% (and possibly associated link costs
like line amplifiers, etc.); (2) higher connectivity (resulting in
shorter paths, faster recovery notification); and (3) up to 33%
increased primary capacity even with the 11% reduction in
total capacity. The drawbacks of the four-connected network
are: (1) possible increase in network cost due to longer links;
(2) increased switching requirement at nodes (due to increase
in node degree); and (3) increased link failure rate due to
increase in the number of links by up to 33%. Although precise
quantification of the trade-offs involved in the design will vary
among networks, it is worth noting that designing a network
with increased network connectivity may not necessarily be
an expensive proposition.

While the capacity savings obtained through the knowledge
of precise failure location may not be significant if the network
is close to minimally three-connected, significant capacity
savings may be obtained in networks with higher connectivity.
Hence, solutions for dual-link failure resiliency that do not
employ the precise knowledge of failure, such as the one
considered in this paper, are typically useful only in networks
that are closer to a minimally three-connected networks than
four-connected networks.

VII. CONCLUSION AND FUTURE WORK

This paper formally classifies the approaches for providing
dual-link failure resiliency. Recovery from a dual-link failure
using an extension of link protection for single-link failure
results in a constraint, referred to as Backup Link Mutual
Exclusion (BLME) constraint, whose satisfiability allows the
network to recover from dual-link failures without the need
for broadcasting the failure location to all nodes. The paper
formulates the problem of finding backup paths for links
satisfying the BLME constraint as an ILP and further develops
a pseudo-polynomial time heuristic algorithm. The formulation
and heuristic are applied to six different networks and the
results are compared. The heuristic is shown to obtain a solu-
tion for most scenarios with a high failure recovery guarantee,
although such a solution may have longer average hop lengths
compared to the optimal values. The paper also establishes
the potential benefits of knowing the precise failure location
in a four-connected network that has lower installed capacity
than a three-connected network for recovering from dual-link
failures. Hence, approaches for dual-link failure resiliency
that do not employ precise knowledge of failure location are
well-suited for networks that are closer to minimally three-
connected networks rather than four-connected networks.

The focus of this paper has been restricted to considering
one primary fiber per link (in each direction) and recovering
from failures through link protection at the granularity of a
fiber. Our future work in this direction involves consideration
of cost and capacity considerations on each link. It is also of
interest to develop heuristic approaches that are guaranteed to
obtain a feasible solution, although it may not be optimal.
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