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Abstract—We consider surveillance applications in  We study monitoring applications that require every
which sensors are deployed in large numbers to improve point (target) in the field be covered by at least one
coverage fidelity. Previous research has studied how tosensor, and that a “hole” (unmonitored region) caused
select active sensor covers (subsets of nodes that cover th%y a failing node be healed within a specified time
field) to efficiently exploit the redundant node deployment. interval, referred to as the “tolerance intervalVfj. M

Little attention was given to studying the tradeoff between represents the duration of time in which detectin n
fault tolerance and energy efficiency in sensor coverage. In epresents the duration of ime in which detecting a

this work, our objective is to rapidly restore coverage of €Vent or a phenomenon is still possible (e.g., chemical
the field under unexpected node failures. For this purpose, Of radiation activity). We consider scenarios in which
we explore different adaptable coverage strategies. We any node may fail due to environmental factors, e.g.,
then propose design guidelines for applications employ- lava coming from a volcano, or adversarial issues, e.g.,
ing distributed cover-selection algorithms to control the pbombing in a military zone. For energy conservation, the
degree of redundancy at local regions in the field and gpplication employs a distributed cover selection proto-
achieve energy-efficient coverage. In addition, we develop oo (see Section I1). Two issues need to be addressed in
a new distributed technique to facilitate switching betwea this setting: (1) how to rapidly cover holes within the

active covers without the need for node synchronization. ol Nt | at d d i d(2) h
Distributed cover selection protocols can be integrated ito olerance interval at a reduced energy cost, and (2) how

our framework (referred to as “resilient online coverage” 0 adapt to non-uniform failure patterns. _
(ROC)). We evaluate the effectiveness of ROC through ~Several design alternatives can be used for failure

analysis and extensive simulations. recovery. The most reliable approach is to perform cover
refreshmenimore frequentlyto allow new active nodes
|. INTRODUCTION replace the failing ones. This approach has significant

In surveillance applications, sensors are deployed qurhead since cover refreshment is a network-wide

large numbers to improve field coverage and prolong nglr_oce_ss. It? addition, itis d'ﬁ_'cu“ to comp:cute rt]he requ!;ecri]
work lifetime. Network lifetime is prolonged by putting uration between successive cover refreshments It the

nodes to sleep as much as possible to save their batteﬁé’ge failure probability is arbitrary. Another approach

For this purpose, two approaches were proposed. 'Ifﬂé failure recovery is to seIec'F ak:‘—‘cover,”lwhich _is _
first is a “MAC layer” approach, in which a node usegne that ensures that every point (target) in the field is

a duty cycle to schedule its sleep and wake-up perioﬁ%vered by at leask sensors, wherés > 1. Despite

based on the traffic pattern (e.g., [1], [2]). The othéF simplicity, this approach has a couple of drawbacks.

approach is an “application layer’ approach, in Whicﬁlrst, ak-cover that is active for a long duration of time

a subset of sensors (referred to as a “cover’) active nnot adapt to different failure patterns, especially if
ilures tend to be clustered around specific regions in

monitors the field and the rest of the nodes are put i ; 2
sleep (e.g., [3], [4], [5], [6]). This approach can balanctge field. Second, &-cover generally requires activating

the load among all sensors by periodically selecting neQ\ﬂch) sensors, wheré. is the number of sensors in

covers. It can also control the quality of surveillance. \A%]l-coverd(tyglc_al_ly, ak:-cover?ﬁ_s less numhbgr Ol]; n_odels
focus on application-layer coverage in this work. thank node- '_SJ_O'nt covers). This approach is obviously
not energy efficient.

This work was supported by the National Science Foundation under!f €very sensor in a 1'F0V9r mo_nitors t_he region at
grants CNS-0627118, CNS-0313234, 0325979, and 0435490. the rate of one observation per time unit, therka



cover may be employed where each sensor monitors ttwvers are switched every 0.5 units, the network lifetime
region at the rate of 1 observation perunits. Such is 1.5 time units (which is the optimal lifetime for this
frequency relaxation maintains the average number adnfiguration). However, if the switching process selects
observations made per point in the cover over a lartfee same cover until this cover dies, the network can
time-scale. Every point is guaranteed to be observedcaily live for 1 time unit.

least2k times in an interval oRk units, while it is not
guaranteed that a point will be observed by at least one
Sensor in every units, as achieved by a 1-cover, unless
the k-cover may be decomposed into a setkohode-
disjoint covers. Thus, the quality of coverage is reduced
when ak-cover with reduced frequency of observation
is employed. In addition, the failure rates of components
are typically higher while in active mode than in Sleepig. 2. Five sensors covering a square region. The circles denote
mode. Therefore, activating a large number of nodeg sensing region of each sensor.

increases the failure rate of the system.

A desirable approach is to select a minimal set @ontributions. In this work, we propose design guide-
sensors to cover the region and an additional backup ke¢s that leverage cover-selection algorithms to dynam-
which is periodically woken up to check on the activically maintain 1-coverage under unexpected node fail-
set. In this approach, only a small number of nodes arees. Our approach lets every active node independently
active in the network, while each active node is protectaglect a set of backup covers for its sensing region,
by a small collection of backup nodes. It is also desirabéend schedule them to periodically check for holes. This
to have adaptable coverage when the failure rate variesults in a “node-defined” control of the degree of
at different regions in the field, as depicted in Fig. Yedundancy and surveillance, which is more adaptable
Providing an adaptable coverage behavior that exploitean global, “network-defined” recovery. Adaptability
the tradeoff between fault tolerance and energy efficienstems from two points. First, every node can control
has not been given enough attention in the literature.the degree of redundancy in its region to satisfy re-
gional surveillance requirements. Second, every node
can autonomously adjust the schedule of its backups
to maintain a certain speed of recovery from failures
in its region. Furthermore, we develop an intelligent
technique (OCU) for switching between sensor covers
under realistic assumptions, such as node asynchrony.
OCU performs the negotiations required for selecting
a new cover during the operation of the current active

Fig. 1. Four regions in the field with different failure rates. cover. Our integrated approach for online, fault-tolerant

surveillance and switching between covers is referred to

In addition to fault tolerance, cover-selection protocokss resilient online coveragéROC).
have not adequately tackled how to switch betweenNote that this work isnot about designing new proto-
active covers in a distributed environment. To have aibls for cover selection, nor is it our interest to study
the nodes participate in cover selection, synchronizéte performance of existing cover-selection protocols.
wake-up is necessary. Node synchronization is pradBur main goal is to exploit the fault-tolerance/energy-
cally difficult in networks with sleeping nodes. Clockefficiency tradeoff and provide adaptable control of re-
drifts may result in some nodes being always eartjundancy and surveillance.
and participate in the active cover until they die. Thi®rganization. The rest of this paper is organized as
may have a detrimental effect on network lifetime, a®llows. Section Il briefly surveys related work. Sec-
explained in the example in Fig. 2. In this exampldion Il states our assumptions and formulates the prob-
five nodes with different sensing ranges are deploytsm. The ROC framework is introduced in Section IV
in the field. Assume that each node has a maximuand is analyzed in Section V. Section VI describes the
lifetime of 1 time unit while active. The nodes formOCU technique for switching between active covers.
three 1-covers{A,B}, {A,C,D}, and {B,C,E}. If the Section VIl evaluates the performance of ROC. Finally,




Section VIII provides concluding remarks. « The application deploys nodes such that every point
is at leastk-covered (see [9]).

Il. RELATED WORK « At every sensor, the time is slotted and the slot
size =t units. The granularity of; represents the
duration between two successive sensor reports.
The network application employs a DCS algorithm
for cover selection. The cover operates fortime
slots. Undetected events due to unmonitored areas
(holes) can be tolerated up to an interval of at most
M slots, wherel < M < T. M determines the
required speed of recovery (typicalld < T).

Issues such as knowledge of node locations or con-
nectivity constraints are dependent on the employed
DCS algorithm, and are not requirements in our
framework. For example, the DCS protocol in [15]
selects covers without relying on node locations,
unlike the ones in [3], [5]. Detecting a hole in the
active cover is done using the same approach that
the DCS algorithm uses to find uncovered regions.
« Nodes are stationary, can be added anytime during
network operation, and may not be synchronized.

Fault-tolerance in wireless sensor networks has seen
attention lately. In [7], the authors proposed algorithms
for using heterogeneous types of sensors as backup fot
each other to enable efficient multimodal data fusion. In
PEAS [8], probabilistic sleep/wake up was proposed to
maintain network connectivity under unexpected failures.
Selecting ak-cover was typically proposed to avoid
having holes in the monitored region [9], [10]. Previ-
ous research has not studied the tradeoff between fault
tolerance and energy efficiency in field coverage.

Research on determining an active set of nodes in
a sensor network can be classified into two categories.
We refer to the first category as tleterministic cover
selection (DCSapproach, which comprises the majority
of research in this domain. It depends on electing a set
of nodes that guarantees coverage of at leéstof the
field, wherea < 100 [11], [12], [3], [4], [5], [6], [13],
.[9]' The DC.S approach has the advantage of guarantee; Failures may be random across the field or may be
ing the maximum coverage that the network can offer. It clustered in certain regions
is also not sensitive to how nodes are distributed in the = ) - )
field, and can achieve minimal covers (in terms of th@blec“YeS- We aim at leveraging the DCS algorithms
necessity of every active node). Its primary drawback {g Provide:
that unexpected node failures may reduce the quality ofl) Energy-efficient, fault-tolerant operation under un-
coverage until a new cover is selected. We refer to the — expected failures. More specifically, it is required
second category of schemes for selecting active covers to design a framework for maintaining 1-coverage
as thestochastic cover selection (SC&)proach. This of every point in the field under the above model.
approach includes RIS [9] and PECAS [14]. In these The framework should allow for controlling the
protocols, nodes decide whether or not to sleep and for degree of redundancy at different regions in the
how long based on certain probability distributions. The  field and should minimize energy consumption.
SCS approach requires little node coordination and only2) Efficient, low-overhead switching between active
coarse node synchronization. However, it only provides ~ covers without relying on node synchronization.
asymptotic guarantees on field surveillance under certailfVe assume that connectivity is guaranteed by the
node distributions, which might not be reliable in pracsonditions in [4], [5]. However, our framework is general
tice. The active cover at any instant in time can also la&d can incorporate techniques that compute connected
far from minimal. covers under no range constraints (e.g., [6], [13]).

We focus on the DCS approach because of its suit-
ability for critical surveillance applications. Our work ] i o
exploits the benefits of having a fixed working cover and !N this section, we present ROC and analyze its impact
schedules wake-up for selected backup nodes to achi@eNe quality of field coverage.
fault tolerance, while reducing the required energy cog. pesign Rationale and Overview

IV. RESILIENT ONLINE COVERAGE (ROC)

ROC requires selecting an active 1-covéf) using
any DCS algorithm. The remaining nodes are assigned
Assumptions.We consider applications that require corto thesleeping set¥(s). Initially, all nodes participate in
tinuous field surveillance in a hostile environment (e.gselectingl’4. Each node keeps a list of its neighbors, and
to detect chemical activity in a military field). We assumperiodically announces this list to its 1-hop neighbors.
the following about the network: Through periodic neighbor list announcements from

I1l. PROBLEM STATEMENT



nodes inVy, a newly deployed node is made aware of
the existence of sleeping neighbors.

To achieve an adaptable coverage model as shown '&
in Fig. 1, we adopt a novel recovery mechanism in '
which every active node selects a subset of its neighbors X
assigned toVs (referred to as a “backup cover”) and
schedules them to periodically wake up. The backup sets
are proactively selected after a DCS algorithm constructs Fig. 4. Two backup covers of node
a l-cover. Our backup selection mechanism provides
opportunity for “node-defined” instead of a “network-
defined” coverage recovery. Energy is also conservisgterms of size. This is because not all of the nodes
by intelligently scheduling the activation of the node# @ backup cover will need to remain awake to cover
in the backup sets. Note that in our network model, & resulting hole. Therefore; employs the following
is not possible to adopt a reactive recovery mechanigfeedy algorithm which has the sole objective of comput-
after a hole occurs. This is because we do not assuifi@ covers that are as node-disjoint as possible. Assume
that nodes carry any special hardware to allow activatithat N (v) is the set of neighbors of. Node v first
while being asleep [3]. Backup nodes periodically wak&orts N(v) according to any optimization parameter
up and go to the “PROBING” state. When a backuf®.g., remaining battery or proximity), and selects the
node discovers an unmonitored region, it jolis. Non- top-listed neighbor to be in backup covey. Then,v
backup nodes ii¥s have no role during the operation ofequentially adds neighbors tq to cover its sensing
V4 and can remain asleep for the entifeslots. A state region, similar to how the DCS algorithm selects a 1-
diagram of the node states is specified in Fig. 3. Detafi§ver in the network. When the nodes in form a

of the recovery mechanism in ROC are given below. cover ofv (or adding more nodes does not increase the
covered area)y starts computing the next set. The

first nodeu added to any backup covey (i >1) should

_ satisfy thatu € N(v) — (U,<; s;)- Neighbors are then

seleciéd i added tos;, giving preference to those having the least
X ° occurrences in the already computed backup covers. An

example is shown in Table | for selectirty= 3 backup

covers of a node shown in Fig. 5. The numbers under

each neighbor denote the frequency of occurrence of that

neighbor in theS covers. NodeH was not selected in

s3 because it became redundant aftewas added.

(@) Complete backup (b) Partial backup cover
cover{A,B,C} {D,E}

Sensing
region is
not covered

Fig. 3. State diagram for a nodeemploying ROC.

B. Selecting Backup Covers

We define abackup coverof a nodev as a set of
v's neighbors that covers the entire sensing range. of
If v decides to be part oF4, it computes a maximum
of S backup cover setsS(> k — 1) that are as node-
disjoint as possible. An example backup cover is shown
in Fig. 4(a) forS = 1. Note that havingk-coverage in
the field does not necessarily mean tBaindependent
backup covers can be found (we will show the relation Fig. 5. A configuration containing node and its neighbors.
between constructing backup covers an&-coverage
in Section V). If v can not findS backup covers, it
computes the maximum possible number of covers it ¢
find. If the node density drops during network operation, Nodes in the backup covers ofare notified of their
the S sets may only be partial covers, as in Fig. 4(b).roles and their sleep/wake up schedule. Backup nodes

Node v does not need to enumerate all its possibt@an be assigned eithercanservativeor anopportunistic
backup covers since the covers need not be mininsdep schedule. In the conservative schedule, all the

£ Scheduling Backup Covers



TABLE | . . 4 , .
SELECTING THREE BACKUP COVERS FOR A NODB FROM A LisT @ Certain number of its backup nodesf u's sensing

OF EIGHT NEIGHBORS region is not covered, it declares itself a membei/af
and remains active for the remaining durationVof.
To demonstrate the operation of the opportunistic

Step| A| B | C | D | E|F |G| H | Cover set approach, consider a nodethat has two backup covers
0 o000 [O0O[O[O]O - -

1 101100 0lo0o0]0 | s=anc s1={A,B,C} a_nd_ S9 {D,E,E}. _The sleep schedu_le of
2 1011|1110 o0 | s={pEF |these covers is illustrated in Fig. 6. When nadéails,

3 1 (21|12 |2]|1]|0 || ss={GBEF} |the earliest backup nodes that wake up dreand D.

Assume that they both do not reduce the size of the
hole caused by’s failure, (i.e., their sensing regions are

. covered by other nodes il,) and thus they go back
backup nodes should wake up periodically eve/ 1, gjaen NodeB, however, could cover the entire hole

, : :
slots, whereMl” < M. Waking up all theS covers might and thus becomes active. Now, when nod&sE, and

not be necessary, however, since a node’s probability,,.axe yp afterB's recovery action, they find that their
to fail within A slots is typically small. In addition, qonging regions are completely covered by active nodes
a backup node;; € V4 can heal the hole caused byand go back to sleep.
a failing nodevy € V4 whose backups are still asleep.
Thus, we propose the following opportunistic approach.
Let s; be thei* backup cover ofv, 1 < i < S.
The opportunistic approach activates the nodessiin
within M slots, the nodes i@y within 20 slots, and ~
so on (analysis of this approach is given below). Mor
specifically, let the nodes ig; be indexed according to
their order ins;. Nodewv schedules a neighber € s; to
sleep for a number of slots equal toax(:M — n.; + j,
0), wheren,; is the number of nodes ify. After that,v; Fajlure
sleeps fomin(iM, T") cycles, wherd” is the remaining f! b o __ ,__JL____,_
number of time slots for the currenty (according to : v i o i i i
v;’s clock). A sleeping node: might be a backup for
several neighbors i/, each of which assignin@. rig. 6.  Opportunistic sleep schedule for backup coversuof
a different sleep interval. Node selects the smallests,={A,B,C} ands,={D,E,F}.
sleep interval assigned by any neighbor . The
opportunistic scheduling approach is best used when the
node failure probability can be estimated andis small

O [P

et o T Eputiol e TS
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]
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V. PROPERTIES OFROC

compared tdl’ (see our results in Section VII). ROC'’s adaptability benefits can be easily deduced
from the backup scheduling mechanism, described
D. Backup Node Probing above. In this section, we study the impact of schedul-

ing backup nodes as described above on the network’s

When a backup node: wakes up, it probes the ~.. . .
resilience and perceived energy savings.

active nodes in its neighborhood. Nodecan perform
active probing by sending a probing message and waitiag Fault tolerance

for replies, or passive probing by listening to periodic we first establish the relationship between having
_updates from neighbors_. Passive probing is advantagegugackup covers for every node and network-wide

in that it does not require message exchange. HoweV&yerage. Then, we compute the probability that a node’s
it would typically require a node to remain awake for th@ensing region is covered by these backup covers.
entire slot durationt() to ensure that reports are sent by Proposition 1: If the initial node deployment ensures
active neighbors. It discovers that itsurrentneighbors 5t 4 pointpt that lie in the sensing range of a nodés

in V4 completely cover its sensing region, it checks if; leastk-covered, themt is alsok-covered ifS > k—1
any of them has assigned it a new sleep schedule EH?ﬂ:kup covers of are activated.

then goes back to sleep. A node Wy might decide
to shortenu’s sleep schedule if, for example, it loses *We do not exploit this design option in our simulations.



Proof. The following three cases prove the propositiorthe nextV, is selected, non-failed nodes are selected as
Case I. Assume that could discoverS = k& — 1 node- backup covers, so the above analysis holds for successive
disjoint backup covers. In this case, will be covered V4's. Compared to constructingkacovered network for

by at least one node from each cover in additionto the entire operation df4, our ROC framework provides
Case Il. Assume that could not discover node-disjointdynamic recovery, where every node can control the
backup covers althougpt is originally k-covered. As number of its backup covers and their probing frequency.
described in Section IV-B, ROC adds backup nod(aBs Overhead

that are least used in already-computed covers. This ) )

maximizes the number of backup nodeswfresulting 1) Messaging and Processingur backup schedul-

in at leastk-coverage (see the example in Table ). NG mechanism does not require any extra message
Case Ill. Assume thatpt is only k'-covered, where overhead than that required for t_he undgrlylng DCS
k' < k. In this casep will constructS < k — 1 backup algorithm. All backup scheduling information can be

covers. These covers will contaal the neighbors of Piggy-backed on heartbeat or routing update messages,
v, resulting in the maximum possible coverage jof in addition to the control messages of the DCS algorithm.

regardless of the degree of redundancy around it. Thus, the ROC framework is efficient in terms of over-

Now, we study the fault-tolerance properties of ROG€ad communications. For computing backup covers,
We focus on the opportunistic scheduling approach sinR@C incurs a processing overhead that is linear in the
the conservative approach provides more fault toleran&/MPer of neighbors af, which is insignificant because
Assume that the upper bound on the probability of & IS typically a small integer (e.g., 2 or 3).
node'’s failure within one time slot is;. The objective is 2) Energy EfficiencyWe study the energy efficiency

o have the sensing region of a failing nadeovered by ©f 0Ur design and compare it to constructing-gover.
backup nodes withiflZ time slots fromy's failure with 10 focus only on the energy-efficiency aspects, assume

reasonably high probability (e.g., above 95%). The profiat no failures occur during operation. We measure
ability that v fails within M-slots interval isP;(M) = ©N€rgy consumption by computing the average number
1 — (1 — py)™. If each of v’s covers hasn, nodes of active nodes at each time slot,). Assume that

: C

on average, then the probability that a cover is alid 1-COVer typically containsV. nodes. In ak-covered

within M-slots interval i1—p;)"-M . Consequently, the "€WOK, nq = O(kN,) nodes. In ROC opportunistic

probability that thei’» backup cover is alive and activeScheduling approactn, depends on several parameters,
namely, M, S, and n.. Thus, it can be computed as

in any M-slots interval isPéi)(M) = (1/i)(1 — pgp)meM i S n .
(the 1f term is removed in the conservative approachf .IIOWS' Mta = thc(l +.Zi:1.nglehe summ?rt:on fpart
Therefore, assuming that covers are node-disjoint, t resents a harmonic series pielements. Therefore,

probability that any backup cover is alive and activi® = N[l +(ne/M) x (In S+ A)], whereA |sa_1constant. .
during anM-slots interval can be computed as: Note that we have assumed that a probing node will
' remain awake for an entire slat, which provides a

5 . very conservative estimate of energy consumption.
Po(M) =1~ H [1- Pé‘)(M)]. 1) Assuming largek and S to ignore the constants, the
=1 ROC approach is asymptotically more energy efficient
It follows that the probability that’s region is covered than a proactive:-coverage approach if:
in M-slots interval,P.(M), is given by: ne x In S

% <k 3)
Po(M) =1—=Pr(M) x (1 = Fa(M)). (2) .
AssumingM = 20, S = 2, andn. = 4, the left-hand

As an example, considdr, operating undep;=0.005, side of (3) is less than 2. In conservative scheduling,
M=20 slots,S=3, andn.=4. This results inPy(M) ~ theln S term in (3) should be replaced by, which is
0.1. P.(M) ~ 98.37% for opportunistic scheduling still efficient if n. x S < M. Controlling S provides the
and 99.96% for conservative scheduling. Note that outradeoff between fault tolerance and energy efficiency.
approach is conservative in activating covers since Choosing a largeS favors fault tolerance at the expense
nodew fails during theM slots with a probability that of energy consumption, and vise versa. Our simulation
is much smaller than 1. experiments (Section VII) show that using a value of
If py can not be estimated, it is thus favorable t6 = k — 1 significantly improves fault tolerance with an

activate all theS covers within everyM slots. When energy cost close to that of a 1-cover.



VI. SWITCHING BETWEEN COVERS INROC after 7’ slots of their operation elapse, whefé < T.

e e !
We develop a novel technique foffline cover update £ 1S Sét such that the remaining — 7" slots can
(OCU). OCU selects a new cover based on any cové@ccommodate the maximum expected convergence time
selection algorithm. It lets the nodes in the currént ©f the employed DCS algorithm. Since nodes are not

compute the next network cover that should take charg@'chronized, nodes that finisit slots first broadcast
after V,'s operation interval is over. Since the nodes it Message, triggering their neighbors to execute OCU.
V4, are always awake, they participate in the selection b€y node that receives this trigger message broadcasts
a new cover by exchanging information about their 1-hdp once. We categorize the DCS algorithms into two
neighborhoods and simulating the roles of their sleepiffg®2d categories and describe the OCU operation in the

neighbors (proxying). Below, we describe the operatidPntext of each of them. _
of OCU and extend it for failure-prone networks. 1) Collaborative DCS Algorithms (C-DCS)tn C-
DCS algorithms, a node makes a decision on whether to

A. Initialization and Proxy Selection join V4 or not based on negotiations with its neighbors

The goal of OCU is to involve all the nodes in€-g- [4], [3], [15]). In this case, a node in the
selecting a new cover without the need for having all GUrrent Va checks whether or not a decision can be
them awake. We assume that at initial deployment eveRde by itself or by any of the neighbors for which
node discovers its 1-hop neighbors and their sleep schiidlS @ proxy, according to the C-DCS algorithm. If
ules, and advertises them. Every active node updatesSfs ¢ @nnounces the decision so that other nodes can
neighbor list whenever a neighbor failure is detected Broceed with the C-DCS algorithm. For example, the
a new one is added, and periodically advertises this I®&CS t€chnique in [15] requires nodes with the highest
(Neighbor failure can be determined by keeping tradgmaining battery among their neighbors to decide first.
of the neighbor's expected heartbeat messages.) THGst,h's caseyp should estimate the remaining batteries of

2-hop neighborhood information of active and sleepirfy]! 1tS 2-hop neighbors by the end of tfé slots to be
nodes is known at every active node. able to decide which of them should make a decision. If

A nodev € V, becomes theroxy of any neighbor v decides that neighbar is ready to make a decision,
u € Vs, such thaty uniquely satisfies a global criterionlt checksu’s sensing region. I is completely covered
for u. For example,y can be the proxy ofu if it is DY futureactive neighbors, then announces that will

the closest neighbor af. Nodev thus decides the role P& asleep. Otherwise, announces that will be active.
that » will take in the next active cover. An exampIeTh'S process continues until all the nodes in the network
of proxy selection is provided in Fig. 7. Proxy selectioR™® assigned their states in the néxt

resembles populating clusters in a clustered network. The?) Autonomous DCS Algorithms (A-DC3jt A-DCS
difference in our case is tha which resembles a cluster2/g0rithms, a node makes a decision on whether to join

head, autonomously decides to be a proxy for some % Or not independently. For example, in [16], every
its neighbors based on a pre-specified criterion. nodeu sets a timer to a random duratidn. After 7o,
expires,u executes some tests and makes its decision.

Thus, in A-DCS algorithms, a node € V4 should

u
{1/ ? 2 u, simulate setting independent timers for each neighbor
v u/ .U sUg that it proxies. When a timer of a neighbarexpires,
ot 4 th tly advertised neighbor informati
¥ 7 v uses the currently advertised neighbor information
3 Uy Ug lu to simulate«’s actions. Nodev then broadcasts:'s
10

decision. A-DCS algorithms are easier to simulate by

Fig. 7. Proxy selection based on neighbor proximity for non-acti\)@emberS of th_e CL_‘rrerVA §ince they require nq neigh-
nodesus, . .., u10. Nodesvs, ve, andvs € V. borhood coordination, unlike the C-DCS algorithms.

C. Failure-prone Networks

B. Details of OCU Two problems arise in failure-prone networks. The
For now, let's assume that there are no node failurésst problem is failure of an active node carrying the
until the end ofV4’s operation interval. Each node inproxy role of several sleeping nodes. The second prob-
V4 autonomously determines for which neighbors it iem is the failure of a sleeping node that should be

a proxy. The nodes if¥4 start computing a new coveractive in the nextlV’4. To address the first problem,



we extend the proxy selection approach given above isneighbor messages. Whe's timer expires, it checks
follows. Every active node competes for the proxy rolehether its entire sensing region Ascovered. If notw
of all of its sleeping neighbors that are within its sensingins V4. After cover selectionk-cov lets every & V4
range by broadcastingladding messagédProxy bids are go to sleep. ROC uses the DCS algorithm to select a 1-
forwarded to neighbors that are two hops away to ensuraver, and computes the sleep schedule of evefyl/4.
that a unique proxy is elected for a sleeping node. Thwote that the performance of ROC is insensitive to the
active neighbor that satisfies the proxy criterion for efficiency (i.e., minimality) of the selected covers. We
sleeping node: wins the bid foru. For example, assumecompare ROC td:-cov and RIS [9] for £ > 1). RIS is
thatv; andwy in Fig. 7 both bid for the proxy role aig an SCS protocol in which a node independently decides
and that the closer node should win. Although nodés to be active or asleep based on a fixed probability. We
aware of the neighbor list afy and thus is aware that use the technique in [9] to compute the necessary wake
is closer toug than itself, it still bids for being the proxy up probability for a fixed number of nodes.
of ug sincev, may have failed. When; getswvs’s bid, it Our metrics are fault tolerance and energy efficiency.
gives up its candidacy for beingy’s proxy. After bidding “Coverage quality” is a measure of fault tolerance and
messages are exchanged, the cover-selection algorithiis idefined as the minimum fraction of area coverage at
executed as described above. any time slot. We compute the consumed energy during
The second problem is handled as follows. We let dhe cover operation and use it as a measure of energy
the sensors be awake at the start of a éwto heal efficiency. The following parameters are varied: (1) the
any holes in the new cover. A nodee V4 refreshes sensing radiug,, which determines the sensing density
its neighbor list, selects its backup covers, and sets thieithe network, (2) the tolerance interval, and (3) the
probing schedule. A node ¢ V4 waits for a random failure probabilityp;. We compare ROC t&-cov and
interval of time to account for node asynchrony anBlS under random failures, in addition to location-based
to discover its active neighbors. If discovers that its (clustered) failures. We use opportunistic scheduling in
sensing range is not completely covered by neighborsalt the experiments in whiclh; can be estimated.
V4, it adds itself toV4 and follows the procedure taken We assume thav=500 nodes are randomly deployed
by active nodes. Otherwise, it gets its sleep schediea 50x50 meter$ field. A cover operates faf = 1000
from its active neighbors and goes to sleep. slots, and the slot interval = 1 minute. When a backup
] node wakes up, it remains awake foRt, seconds to
D. Benefits of OCU probe its active neighbors. A node consurés< 103
1) Flexibility: OSU alleviates the need for havingwatts while active and x 10~¢ Watts while asleep. Note
sensor nodes synchronized. It also significantly reduaiat the active interval is dominated by idle-listening
the number of nodes involved in the cover selection prand thus the above value includes the energy consumed
cess, resulting in less channel contention and collisioms.transmission and reception. To focus on unexpected
2) Negligible overheadCover selection is carried outfailures, we assume that no nodes deplete their energy
only by active nodes in/4. Thus, OCU significantly during theT slots. We developed an event-driven sim-
reduces the overhead of participation in cover selectiaxiator in which ROC k-cov, and RIS are implemented.
3) Energy efficiencyCover selection does not requireEvery result below is the average of 10 experiments of
extra energy cost by the nodes Wy since they are different random configurations. For every configuration,
already active. In addition, transition between coverse set aleath scheduléor the nodes in order to compare
only requires that every node checks that its neighbal the techniques under the same conditions.

in V4 cover its sensing range then go to sleep. o
A. Energy efficiency of ROC

VIl. PERFORMANCEEVALUATION To fairly compare all approaches in terms of energy ef-

In this section, we evaluate the ROC framework arfetiency, we study their operation under no failures (i.e.,
contrast it to protocols constructing-covers, where py = 0). In this experiment, the network is completely
k > 1. We assume that a generic DCS protocol overed throughout the entire cover operation. We use
employed to select an active s&f, and we focus on M = 50 slots for ROC and vary andS. Figure 8 shows
the operation of oné’4. The DCS protocol (which we that the consumed energy in ROC is almost similar for
refer to as k-cov”) operates as follows. Every node both S =1 andS = 2. ROC’s energy consumption is
sets a timer for a random backoff delay and listens #8-80% less than that df-cov and RIS fork > 1. This



is a significant improvement, especially that ROC'’s faultackup covers is magnified. For critical applications, we
tolerance properties also outperforms the two protocolecommend that the application either use small values of
M (compared tdl'), or use the conservative scheduling
approach for large values aff.

4500 T T .
- 2 “ tg% EE?% 75557? Finally, we study the effect of the failure probability
2 A RIS (k=3) o (ps)- In this experiment, we fix?,=10 meters,//=50
g 20 “«xﬁi}‘tg3885223 . slots, and usé= 2 and 3, andS=1 and 2. Figure 9(d)
2 1800 N shows coverage quality fop; = 10~* to 0.004. The
- E. @:; B figure indicates that ROC outperforms the two other
g protocols for all values ok. The improvement in min-
O a1 13 15 imum coverage in ROC is about three times that of
Sensing range k-cov or RIS at high failure rates. This is attributed
to ROC’s dynamic nature. Energy consumption results
Fig. 8. Energy consumption under no failures. show a similar trend to the ones mentioned above.

C. Clustered Failures

B. Random Failures In this section, we study the performance of ROC

In this section, we study fault tolerance and energynder non-uniform probability of failure. We assume
efficiency of ROC under a random failure model. Notthat failure is dependent on the sensor location, where
that ROC heals the uncovered holes during the operatiaodes closer to the bottom leftmost coordinate (0,0) have
of V4 by activating backup nodes. Thus, more nodelse least probability of failure, and vice versa at the
are activated in ROC than the other protocols, makingp rightmost coordinate (as in Fig. 1). For a node
energy comparison unfair to ROC. We use the minimuresiding at ¢,y), it has ap; = 0.004 x (z + y)/2L,
reported quality of coverage during the operationVaf whereL is the length of the field. Since failures are not
as the measure of fault tolerance. random, we use the conservative scheduling approach

We first study the effect of node densitj; controls and let all theS backup covers wake up evei/=50
the resulting density of active nodes. We fi¥=50 slots. In this setting, we demonstrate the operation of
slots andp;=0.001. Figure 9(a) illustrates that ROCROC with variableS values (denoted by “ROC-VAR”).
outperformsk-cov and RIS in terms of coverage qualityEvery node selects its own number of backup covers
even for 3-coverage. We examined running snapshotshetween 1 and 4 based on its distance from the origin.
these approaches and they showed tRatC' revives Far-distance nodes (away from (0,0)) use lar§ethan
coverage at the end of evefy interval and does not let closer ones. Results in Fig. 10(a) illustrate the minimum
it deteriorate as ik-cov or RIS. The perceived resiliencecoverage quality at different sensing ranges and indicate
gains of ROC requires less energy cost than the othkat ROC is significantly more resilient th@&nacov and
protocols for botht = 2 andk = 3 (energy consumption RIS under clustered failures. Figure 10(b) shows that
results are not shown for brevity). Experiments withlthough ROC activates more nodes for recovery, its
higher values of5 andk showed that ROC is about 75%energy consumption is still significantly less thatov
more energy-efficient thakh-cov and is about 90-100%and RIS atk = 3. Using ROC-VAR shows the best
more energy-efficient than RIS. fault tolerance, especially at smaller ranges. We also

We also study the effect oM/ on ROC reliability. plot a snapshot of field coverage as time progresses
Figure 9(b) shows coverage quality wh&hvaries from in Fig. 10(c). It is clear that ROC-VAR'’s performance
1% to 20% ofT". In this experiment, we usgg = 0.001 is more stable thark-cov throughout the entire cover
and Ry, = 10 meters.k-cov is not sensitive ta\/. As operation. The unstable behavior of RIS in the figure is
expected the fault tolerance of ROC slightly deterioratelsie to its probabilistic nature.
as M increases because backup nodes wake up less
frequently. However, ROC still outperformiscov and
RIS for corresponding values & and k. Figure 9(c)  In this work, we presented ROC (resilient online cov-
shows that ROC is significantly more energy efficierdrage), a framework that leverages cover-selection algo-
than k-cov and RIS fork > 1. The figure also shows rithms to achieve adaptability, fault tolerance, and eyperg
that asM becomes smaller, the overhead imposed on th#ficiency. ROC allows different degrees of redundancy

VIIl. CONCLUSIONS
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under clustered failures.

across the field, in addition to controlled speed of ref8] F. Ye, G. Zhong, S. Lu, and L. Zhang, “PEAS: A robust energy
covery of failures. It also incorporates a novel technique
for offline cover update (OCU) to facilitate asynchronousg
transition between covers. Simulation experiments show
that ROC is more efficient than network-wiélecoverage

and probabilistic activation mechanisms.

[1
[1] W.Ye, J. Heidenmann, and D. Estrin, “An energy-efficient MAC

(2]

[10]

REFERENCES 1

protocol for wireless sensor networks,” FProc. of the IEEE
INFOCOM Conf, New York, June 2002.

G. Lu, N. Sandagopan, B. Krishnamachari, and A. Goel, “DeIaMz]
efficient sleep scheduling in wireless sensor networksPrivc.

of the IEEE INFOCOM Conf.March 2005.

[3] T. Yan, T. He, and J. Stankovic, “Differentiated surveillanceflg]

(4]

(5]

(6]

(7]

for sensor networks,” ifProc. of the ACM Conf. on Embedded
Networked Sensor Systems (ACM Sen®N@yember 2003.

G. Xing, X. Wang, Y. Zhang, C. Lu, R. Pless, and C. Gill,
“Integrated coverage and connectivity configuration for energy4]
conservation in sensor networkéCM Transactions on Sensor
Networks vol. 1, no. 1, pp. 36—72, August 2005.

H. Zhang and J. C. Hou, “Maintaining sensing coverage arIq5]
connectivity in large sensor networksAd Hoc & Sensor
Wireless Networksvol. 1, pp. 89-124, January 2005.

H. Gupta, S. Das, and Q. Gu, “Connected sensor cover: Self
organization of sensor networks for efficient query execution,”
in Proc. of the ACM International Symposium on Mobile angg)
Ad-Hoc Networking and Computing (MobiHodune 2003.

F. Koushanfar, M. Potkonjak, and A. S. Vincentelli, “Fault
tolerance techniques for wireless ad hoc sensor networks,” in
|IEEE Sensors2002.

conserving protocol for long-lived sensor networks, Aroc. of

the IEEE Int'l Conf. on Distributed Computing Syster2803.

S. Kumar, T. H. Lai, and J. Balogh, “On k-coverage in a mostly
sleeping sensor network,” iroc. of the ACM MobiCom Conf.
September 2004.

C.-F. Huang and Y.-C. Tseng, “The coverage problem in a
wireless sensor network,” ifProc. of the ACM Workshop on
Sensor Networks and Applications (ACM WSN3gp. 2003.

S. Meguerdichian, F. Koushanfar, M. Potkonjak, and M. Sriva
tava, “Coverage problems in wireless ad-hoc sensor networks,
in Proc. of the IEEE INFOCOM ConfAnchorage, Alaska,
April 2001.

M. Cardei, M. T. Thai, Y. Li, and W. Wu, “Energy-efficient
target coverage in wireless sensor networks,Pioc. of the
IEEE INFOCOM Conf. March 2005.

R. lyengar, K. Kar, and S. Banerjee, “Low-coordination topolo
gies for redundancy in sensor networks,”Rmoc. of the ACM
International Symposium on Mobile and Ad-Hoc Networking
and Computing (MobiHog¢)May 2005.

C. Gui and P. Mohapatra, “Power conservation and quality of
surveillance in target tracking sensor networks,Piroc. of the
ACM MobiCom Conf.September 2004.

O. Younis, M. Krunz, and S.
nian, “On maximizing coverage-time
unaware wireless sensor networks,” University of
Arizona, Tech. Rep., July 2006. [Online]. Available:
http://www.ece.arizona.edukounis/papers/luc-tr.pdf

D. Tian and N. D. Georganas, “A coverage-preserving node
scheduling scheme for large wireless sensor network$taa.

of the First ACM Workshop on Wireless Sensor Networks and
Applications September 2002.

Ramasubrama-
in  location-



