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Abstract—We introduce the concepts of monitoring paths
(MPs) and monitoring cycles (MCs) for unique localization of
shared risk linked group (SRLG) failures in all-optical networks.
An SRLG failure is a failure of multiple links due to a failure
of a common resource. MCs (MPs) start and end at same
(distinct) monitoring location(s). They are constructed such that
any SRLG failure results in the failure of a unique combination of
paths and cycles. We derive necessary and sufficient conditions
on the set of MCs and MPs needed for localizing an SRLG
failure in an arbitrary graph. When a single monitoring location
is employed, we show that a network must be (k + 2)-edge
connected for localizing all SRLG failures with up to k links.
For networks that are less than (k + 2)-edge connected, we
derive necessary and sufficient condition on the placement of
monitoring locations for unique localization of any SRLG failure
of up to k links. We use these conditions to develop an algorithm
for the placement of monitoring locations. We show a graph
transformation technique that converts the problem of identifying
MCs and MPs with multiple monitoring locations to a problem
of identifying MCs with single monitoring location. We provide
an integer linear program and a heuristic to identify MCs
for networks with one monitoring location. Through extensive
simulations, we demonstrate the effectiveness of the proposed
monitoring technique.

I. INTRODUCTION

Failure detection and localization may be performed either
at the physical or the IP layer. Routing protocols at the IP
layer, such as OSPF, often have an inherent failure detection
capability. However, such a detection capability suffer from
long detection time (few seconds), and hence are not suitable
for networks that require fast recovery. Some parameters in
OSPF were optimized in [7] to achieve fast failure detection.
A cross-layer (optical/lP) recovery method was proposed in
[2], but its relatively slow recovery time prohibits its use for
failure detection in all-optical networks.

Optical-level mechanisms for single-link failure detection
were developed in the literature [8], [2]. These include optical
spectral analysis, optical power detection, pilot tones, and
optical time domain ref3ectometry (OTDR). In [8], a failure
detection scheme was proposed, in which monitors are as-
signed to each optical multiplexing and transmission section.
Such a scheme requires an excessive number of inherently
expensive monitors, and is not scalable and cost-effective for
large-scale networks.

In [14], an adaptive technique for fault diagnosis using
OprobesO was presented in which probes are established se-
guentially, each time using information about already estab-
lished probes. While the sequential probing helps achieve

Optical networks have gained tremendous importance daéaptiveness, it also increases the fault localization time. In

to their ability to support very high data rates using th@®], a non-adaptive fault diagnosis through a set of probes
dense wavelength division multiplexing (DWDM) technologylightpaths) was developed where all the probes are employed
With such high data rates, a brief service disruption in tha advance. The techniques presented in [14] and [9] assumes
operation of the network can result in the loss of a largbat a probe can originate and terminate at any location, i.e.,
amount of data. Commonly observed service disruptions dhere is no restriction on the number of monitoring locations.
caused by bber cuts, equipment failure, excessive bit errdrsthe worst case, all the nodes in the network need to have
intrusion, and human error. It is desired that these faults beonitors, resulting in high setup cost and protocol overhead.
uniquely identiPed and corrected at the physical layer beforeA practical approach to fault detection and localization that
they are noticed at higher layers. Therefore, it is critical fawe advocate in this paper is to equip only a few nodes in the
optical networks to employ fast and effective methods faretwork with monitors, referred to agonitoring locations. In
detecting and locating network failures. Some failures, such sisch networks, SRLG failures may be uniquely localized using
optical cross-connect port blocking and intrusion, can affectnaonitoring paths (MPs) and monitoring cycles (MCs). An MP
single or a specibc subset of wavelengths within a link. Othstarts and ends at distinct monitoring locations, whereas an
failures, including Pber cuts and high bit error rates (BERSY|C starts and ends at the same monitoring location. The MPs
may affect all the wavelengths that pass through a link. In théédd MCs should be selected such that the failure of any SRLG
paper we focus on the latter type of failures. In addition, link®sults in the failure of a unique combination of MPs and MCs.
in an optical network may share a common resource, suchfawavelength may be dedicated for each MC/MP on every link
a duct or conduit through which they are laid out. The failurdhe MC/MP traverses, or it may be time-shared. Similarly, the
of this resource results in the simultaneous failure of multiplonitoring location may employ multiple monitors (one for
links. Such failures are referred to 8kared Risk Link Group each MC/MP) or it may use one monitor that is time-shared
(SRLG) failures [12]. by various MCs/MPs.



In this paper, we employ the notion gifilures for ease of Menitoring Location i)'y

explanation. However, we note that the developed approact SRLG €1 |C2|C3 | Ca § P\ P2 P3| P4

may also be used to assess other performance metrics, such L S * * falll e

optical power, optical signal-to-noise ratio (SNR), and BER. 2 | X a ol el e

Because a combination of MPs and MCs is unique to a given 3_) (L.2) | x X X X

SRLG, the observed phenomenon (link failure, low optical wonitoring Location ¢+, | (2:3) | X | % X | %

power, etc.) can be uniquely attributed to that SRLG. 1 <02 [(3.4) | x X X | x
The contributions of this paper are: (1) develop necessary (1.4) | x X | %

and sufbcient conditions on the set of MCs and MPs neede( (2,4) X | X X

for localizing SRLG failures in arbitrary networks (Section 3 4 |(L,3) X x X

I); (2) prove that a network must big: + 2) -edge-connected Monitoring Locktion
in order to localize SRLG failures of up tb links with one _ _
monitoring location (Section ||); (3) develop necessary arfdg- 1. Example network topology, SRLG failures, and associated syndromes.
sufpcient condition on the placement of monitoring locations

for unique Iocahzatlo_n of all SRL.G failures of up to I|nk§ Theorem 1: The necessary and sufpbcient conditions for the
(Section 1l1); (4) derive the minimum number of monitors

. . . . . existence of an FL set to monitor any given sef SRLG
required to localize any SRLG failure of up folinks in an failures in an arbitrary network are: y 9

arbitrary network (Section 1V); (5) develop an algorithm for . .
the placement of the minimum number of monitors (Section 1 Eragccg_?:ﬁdfa"ure affects at least one monitoring path
IV); and (6) devel int li i ILP ’ . :

); and (6) develop an integer linear programming (ILP) 2) For any two SRLGg); and1), in! , there exists a path

formulation and heuristic for selecting monitoring cycles in X :
networks with one monitoring location (Section V). We use 8: Sfccéevlenr;ge FL set that is affected b and noty,

a graph transformation technique to solve the problem of . ) o
selecting MCs and MPs in a network that employs multiple ~ P70¢f- The necessity part is proved by contradiction.
monitoring locations. With this technique, we show that thassume to the contrary that there is a feasible solution but at
problem of selecting MCs and MPs with multiple monitorindeaSt one of the two conditions presented are not satisbed. First
locations may be reduced into an MC selection problem in tR§SUMe that condition 1 is not satisbed. If condition 1 is not

transformed graph with one monitoring location. satisped for an SRL@;, then no cycle or path passes through
it, and hence the failure af; cannot be monitored. Thus, any

feasible solution must satisfy condition 1. If condition 2 is not
satisbed for a pair of SRLGg; and,, then every cycle or
path that is affected by, is also affected by),, contributing
Consider an all-optical network whose topology is modeldgd the syndromes of bothy; and v¢,. Thus, the failure of
as a graphG(N ,L), whereN is the set of nodes and is these two SRLGs cannot be uniquely identibed, leading to a
the set of links. Letl denote the set of SRLG failures incontradiction. Therefore, a feasible solution may be obtained
the network. An elemeng ! ! is a subset of. It denotes only if the two conditions presented are satisbed.
the set of links that may fail due to a failure in a shared We prove the sufbciency part by construction. For any two
resource. Given a certain placement of monitors, the object8&LGs 1 and ¢, in the network, we depbne three types of
is to localize an SRLG failure by observing failed MPs angaths and cycles:
MCs. We refer to a set of monitoring paths and cycles thaty T,: Set of paths and cycles affected by and notis.
can uniquely localize all SRLG failures agaulr localization ¥ T,: Set of paths and cycles affected by and notuy.
(FL) set. The default case of no SRLG failure is indicated by ¥ T;: Set of paths and cycles affected by bath and ..
no failures in any of the paths or cycles in the FL set. Evefy, distinguish a failure between; and<,, an FL set must
SRLG failure affects at least one MP or MC. In addition, aRaye paths and/or cycles that fall in at least two of these three
SRLG failure results in a uniqueyndrome B a combination types. For example, if the FL set contains a path or cycle
of failed MPs and MCs. c1 ! T4 and path or cycle, ! T3, then a failure ofi;
Consider the example in Figure 1, whergs = wjll result in a failure ofc; andc, and a failure ofy, will
{(1,2),(2,3)} andv2 = {(2,3),(3,4)} are the two SRLG result in a failure ofc, only. Based on condition 2, we know
failures. When nodd. is the monitoring location, an FL Setthat Cyc|es or paths of typE or T, must exist. Assume that a
with four MCs is given by:c; = (1D2DB3D4DP1); = (1B3D monitoring path/cycle of typ@; exists for SRLGs); and,.
2b4Bbl)es = (1D2D4D1), andy = (1D3D4D1). Similarly, if For given monitoring locations, a path or cycle of tyhemay
nodel and4 are both monitoring locations, an FL set withhe obtained as follows: First, merge all the monitoring nodes
three MPs and one MC is given by; =(1D2D4)p, = (1D to form one super-node:. This transformation may result in
3D4),ps = (1D2D3D4), and = (1D3D2D4D1). The associatefultiple links from a node to the super-node In addition,
syndromes are shown in Figure 1. An MC/MP is affected byny link between two monitoring locations will transform into
an SRLGy if it passes through at least one lifik ). loops at nodem. Second, remove links of SRL@, from

Il. NECESSARY ANDSUFFICIENCY CONDITIONS FOR
LoCcALIZING SRLG FAILURES



the network. Third, if any of the remaining links @f; \ 1), edge connectivity is a necessary condition for the existence of
is among the loops at node, then the loop is a (one link) a solution.
path of typeT;. Otherwise, construct a cycle traversing node

m and link £ " (xzp,y0) ! 91\ 92, as shown in Figure 2.

Such a cycle must exist for at least one link, as condition 2

is necessary. When the monitoring nodes are expanded, the

cycle either remains a cycle or transforms into a monitoring

path. Similarly, if the MC/MP of typ€dl, exists then it can be

1)1 SRLG with k links
~

///V‘ \\
Cut with k+1 links 1/}2 SRLG with k links

1) Add a virtual nodev and two virtual links ¢, x,) and Fig. 3. A cutin the graph with k+1 links.
(v, y¢). Remove linke.
2) Obtain two link-disjoint path$; andP, from v to m. We prove the sufpciency part by construction. For any two
3) Form a cyclec by joining P, andP, after removing the SRLGs; andv, in the network, consider the cycles of types
virtual links and adding the link. T1, T2, and T3 as debned in Theorem 1. Since the network
is (k+2)-edge connected, the removal of any SRLG leaves
Fig. 2. Procedure to compute a cycle traversing a given modend link!.  the network at least two-edge connected. In the remaining
_ _ _ network we can bnd MCs passing through any lihksing
constructed using the above method by interchangin@nd  ihe procedure presented in Figure 2. Hence, a cycle of type

2. We now have at least one cycle/path of tyfeor T,. T, and T, is always possible, and can be constructed easily
Finally, assume that for SRLG®; and v¢,, we have a g, any two SRLGsy; and ;. m

cycle/path of typeT, but not Ty, then there must be & (¢, 0//ary 1: Three-edge connectivity is a necessary and
cycle/path of typels in order to satisfy condition 1 (otherwisegtbcient condition to uniquely localize amgle-link failure
b2 will not be covered by any MC/MP). An MC/MP of type \yith one monitoring location.

T3 can be obtained using the procedure presented in Figure

2 by trying for all the links¢ ! 4. In this case, we do not  !ll. NECESSARY ANDSUFFICIENT CONDITIONS FOR
remove the links inj;. By adding MCs/MPs of at least two MONITOR PLACEMENT

of typesTs, To, and Tz for each SRLG pairy;, ;) we can We have shown that with the use of one monitoring location,
construct a feasible solution. B (k+2)-edge connectivity is a necessary and sufpcient condition

Note: The necessary and sufbcient conditions are valid for & uniquely localize all possible failures involving up to
arbitrary topology, which may include multiple edges betwedimks. Even for identifying single-link failures, the network
two nodes and self-loops at a node. needs to be at least three-edge connected. However, many
The placement of monitoring locations in the network musiptical networks in real life may not satisfy such high connec-
be able to generate MCs and MPs that satisfy the conditicisty requirement, hence cannot be monitored using a single
in Theorem 1. The next logical step is to identify the numbenonitoring location. We now provide an example to show
of monitoring locations required to localize SRLG failureshat with multiple monitoring locations and by employing
in an arbitrary network. We Prst derive the necessary antbnitoring paths (MPs) along with MCs, all SRLGs in an
sufpcient conditions for localizing SRLG failures with onlyarbitrarily connected network can be monitored. Consider
one monitoring location. We assume that the SRLG failuréise connected network shown in Figure 4 with single-link
contain all possible link failures involving up to links. failures. Notice that, even for identifying single-link failures
Theorem 2: (k+2)-edge connectivity is a necessary and sufvith single monitoring location a network needs to be three-
pcient condition for localizing all possible failures involvingedge connected. Hence, single-link failures in this example
up to k links with one monitoring location. network can not be monitored using a single monitoring
Proof: We prove the necessary part by contradictiohocation. Consider monitoring locations at node 1 and 6. An
Assume to the contrary that there is an FL set for a netwoRtL set consisting of six cycleg = 1D2D3b4bd; = 1D3D2D
that is +1)-edge but notK+2)-edge connected. Note thatbl,c; = 1D2D4bL, = 6D5D8D7D6s = 6D8D5D7D6; =
because there is only one monitoring location, the FL seb5B7b6 and a path= 1D2D5D6 can localize any single-link
consists of MCs only. Since the network is nét)-edge- failure. To identify an SRLG failure, the multiple monitoring
connected, there exists a set k¥l links whose removal locations share the failure information of MCs and MPs.
disconnects the network, as shown in Figure 3. We numberTheorem 3: To uniquely localize all possible failures in-
these links agy, (5, ..., f+1 . Consider now two SRLG failures volving up to & links in an arbitrary networlG(N ,L), it is
P " { 1, 0o, ..., 0} andyr " { la, 03, ..., lr1 }. Notice that necessary and sufbcient that all components of the graph that
any cycle that traverses through one or more linkgimmust result from the removal of ang + 1 links must each contain
also pass through one or more linksyin. Thus, the failure of a monitoring location.
any of these two SRLGs cannot be uniquely identibed through Proof: For the necessary part of the proof, consider the
MCs, leading to a contradiction. Therefore, an FL set cann@moval of anyk+1 links ¢1, {2, ..., {x+1 from G. The removal
be obtained in ak+1)-edge-connected network, i.ek+)- of these links can reduce the graph into one, two, ..., or
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Fig. 4. Example graph to illustrate monitoring with two monitoring stations.
Fig. 6. Transformation graph of the example network in Figure 4.

k + 2 connected components. Let the removal of these Iinh']s i f d h will be eith itori |
results inR components’y, C», ..., Cr of respective degrees e .rar!s orme .grap Wil € either a monitoring cycie or
dy,do. ... ds . Notice thatO # d; # k+1 for all 4. If the MOMtoring path in the original graph. u
removal of these links results in one connected componentCorollary 2: To distinguish an arbitrary set df-link fail-

of zero degree, then this component must contain one maties in a tree network, every node with degteé + 1 must
itoring location; otherwise, the network will be without anyoe @ monitoring location.

monitoring location. If it results in more than one connected Corollary 3: To uniquely identify all single-link failures in
component, then consider any such compor@nof degree 3 tree network, all the nodes with degree one or two must be
di # k+1. Suppose that’; is connected to other componentsnonitoring locations.

using links £y, 5, ..., fa,, as shown in Figure 5. We now Corollary 4: To uniquely identify all single-link failures in

line and ring networks, all the nodes must be monitoring

0 @ la, locations.

~

Corollary 5: To uniquely identify all possible failures in-
volving up to k-links in a network, all j-edge-connected
components {# k +2) of degreek + 1 or less must have a
monitoring location.

Fig. 5. Connected compone@; with degreed;. . . . .
g poneay 9 The above corollaries may be easily derived using Theorem 3.

show that any feasible placement of monitors must have alyV. M oNITOR PLACEMENT ALGORITHM FOR UP TOk
monitoring location insid&”;. An SRLG may contain up té LINK FAILURES IN ARBITRARY NETWORK
links that can fail simultaneously. Consider two SRLGs with
d; $ 1 links: P " { fl,...,fdil 1} and Py " { fg,...,gdi},
d; # kE+1.If C; does not have a monitoring location, the
any MP/MC that passes through must also pass throughy
because an MC/MP cannot terminate insdge Hence, their
failures cannot be distinguished without placing a monitor
inside C;. The above argument is true for any connected
component with degreg k + 1. Since the maximum degree
of a component is at mogt+ 11, every component that results
after the removal ok+1 links must have a monitoring location.
For the sufbciency part, consider a set of monitoring lo- ) . .
cationsM that satisfy the necessary condition. Construct a longing to tWO_ d|f_ferentk-ed_ge-c0nnected components
transformation graph by merging all the nodes! M into of G. Such a link is also a link on the-graph.
a central monitoring node J . For each link(m,v) with For a given networlG and a given integek, the k-graph
m ! M , add a link(J ,v). The graph transformation of theOf the network is unique [10]. Thé-graph can be at most
example graph in Figure 4 is presented in Figure 6. Notiés$ 1)-edge-connected [10], [6], [11]. In this paper, we employ
that since the set of monitoring locations satisfy the necesséry 3- - 6+2)-graphs to determine the minimum number of
condition, the removal of ang+1 links does not disconnectMmonitors required to uniquely localize up felink failures.
the transformation graph Hence, the transformation graphUsing the corollaries described above, the minimum number
is (k+2)-edge connected. Finally, by using Theorem 2, wd required monitoring locations in an arbitrary network that
conclude that such a placement is sufpcient for monitorirﬁ“ have up tok link failures, can be obtained using the
an arbitrary set ofk-link failures. A monitoring cycle in Placement procedure described in Figure 7. In Step 2 of
the Placement procedure, the degree ofkaedge-connected
1The degree of a componentks-1 if all other components are connectedCOMponent is that of the corresponding node onitfgraph,
to it using links! 1,12, ..., ! ki1 k % 2.
_2The removal ok+1 Iink_s would resultin a ma;(im_um df+2_compqnents An example ofa 2-graph and its 3-graph is shown in Figure
with each component with at least one monitoring location. Since ea‘(:)bfor the network where any single-link can fail, ike=1.

monitoring location gets merged to form the central monitoring locafign g h
the transformation graph still remains connected. Notice that the 2-graph of the example network is a tree. Each

In this section, we provide a monitor placement algorithm
for localizing up tok link failures in an arbitrarily connected
"hetwork. Before proceeding further, we debne the following
terms:

1) The k-super-graph (or simply k-graph) of a network
graphG(N ,L) is a graph that represents the intercon-
nectivity of thek-edge-connected components®f10].

In other words, each nodeof the k-graph is ak-edge-
connected component @.

A connector link ¢! L is a link that connects nodes be-



Procedure Placement j link-disjoint paths between them. Finally, the degree of a
1) Obtain the(k + 2) -graph of the original network graphcomponent may be identiPed by scanning all the links in the

G(N,L). graph inO(|L|) time. Hence, the overall complexity of the
2) Assign a monitoring location to everfk + 2)-edge- Placement procedure iO(k|N|*).
connected component with degree- 1 or less. We now prove that the placement of monitors as described
3) j=k+1 in Figure 7 is sufpcient to uniquely identify up t-link
4) While j %2 failures.
a) Obtain thej-graph by merging thdj + 1)-edge  Theorem 4: The monitoring locations identiPed according
connected components. to thelPIace.ment procedure are sufpcient to uniquely identify
b) Assign a monitoring location to every-edge- &ll k-link failures. . o
connected component with degréek+1 if such a Proof: The proof is by contragjlc'glon. Assume to 'Fhe
component does not contain a monitoring locatiofgontrary that the placement of monitoring locations provided
c)j=j%1 by the Placement procedure does not satisfy the necessary
and sufpcient condition presented in Theorem 3 for a set of
Fig. 7. Procedure for bnding the minimum number of monitoring locatiors + 1 links {¢1, 2, ..., ¢x+1}. Assume that the removal of
and their placement for an arbitrary network with upktdink failures. these links creat® connected components,, C», ..., Cr

with degreed;, dp,...,dg. Notice thatd, # k+1 & !

] {12 ...,R}. Assume that thePlacement procedure does
three-edge-connected component with degree two or less in provide a monitor to componeft;. We show that this
example network has at least one monitoring location i”Si%Esumption leads to a contradiction.

it. Similarly, each two-edge-connected component with degreengte that the degree of compone6t is d; # & + 1.
two or less h_as a monitoring location inside it. For exampl@ye show thatPlacement procedure conbgures at least one
component4 is a two-edge-connected component of the graf?ﬂonitoring location inside componer; in Step 4(b) of

with degree two. Hence, it needs at least one monitoring loGag procedure. We know for sure thel, is a connected
tion inside it. However, all three-edge-connected compone%mponem_ ’

within A itself have degree three and according to step 2, theyl) If C, is a single node with degreé # &+ 1, then it
do not need a monitoring location. Hence, any arbitrary node
is picked in Step 4(b) fof = 2 as a monitoring location inside
A. Similarly, componentB has degree two but a monitoring
location is not assigned to it in Step 4(b) fpr= 2 because

it already gets a monitoring location in one of its three-edge-
connected component based on Step 2.

gets assigned monitor in Step 2.

) If C; is just one-edge-connected component with at least
two nodes, then in the 2-graph, it will form a tree of
two-edge-connected components. If it forms a tree of
n two-edge-connected components, then the sum of the
degree of all the components2én$ 1)+ d;. Now if the
Placement procedure does not assigns a monitoring lo-

T cation to any one of the two-edge-connected components

wo-Edge-Connected
Components then all these components must have degreg + 2,
% hence the sum of the degréén $ 1)+ d; % n(k +2),
which is not true for anyn % 2 becausel; # k + 1.
%> Hence at least one monitor gets assigned to this one-

edge-connected component.

3) If C; is r-edge-connected with % 2, then it is a node
ThreeéEdge-Contnected@ in the j-graph withj % d; and hence gets a monitor
@ Monitoring noccjlzp%elqosn-monitoring node because its degree wE+1.
Hence, for all possible cases componéhtgets a monitoring
Fig. 8. An example showing the 2-graph, 3-graph and the monitor placeméotation. |
in an arbitrarily connected network with single-link failures. Note that the above procedure will place exactly one mon-
itor if the given network isk + 2-edge connected. We now
Complexity: Unique decomposition of a graph into itspresent a method to count the number of monitoring locations
2- and 3-graphs may be performed @(|L|) time [10]. provided by thePlacement procedure.
Decomposition fork > 3 may be performed i©(k|N|*) as Let N; denotes the number éfedge-connected components
follows. We Prst compute the number of link-disjoint pathef degreesk + 1 or less that do not have arfy + j)-edge-
available between any two node pairs. Note that we negdnnected componen(s > 0,i + j # k + 2) with degree
to obtain at most + 2 link-disjoint paths between a nodek+1 or less inside them. The number of monitoring locations
pair. These disjoint paths for all node pairs may be obtaingg@ovided by thePlacement algorithm is computed as below.
using the max-Bow algorithm with a worst-case complexity 2

of O(k|N|%). Each j-connected component in g-graph Number of monitors assignee ' N;

may then be obtained by clustering nodes with more than =2



Correctness and Minimality: Given thej-graph of a graph A. Bounds on the Required Number of Cycles

G and using Corollary 5, any feasible set of monitoring A network with|! | SRLGs requires at leasiog, (]! |+1)(

locations must have at least one mo_nitoring location in ea,Chéﬂfcles for fault localization for any arbitrary choice of the
the j-edge-connected component with degked or less. This 1 onitoring node. This lower bound is achieved when all the
is ensured by Step 4' of thlélace'me.nt procedure.. Ema!ly, SRLGs are expressed as a binary representatiblogj(|! |+

Step 4 does not assign a monitoring location insideian 1y ¢ycles. We assume that at any time instance, the network
edge-connected component if at least one monitoring locatiphly paye no failure or at most one SRLG failure. In order to
is already pregent |nS|d_e this component, i.e. this Compon%Wcodd! |+1 combinations in binary, we requitdog,(|! |+

has a monitoring location because one of (he- j)-edge- 1) pits hence the number of cycles. For the example network
connected componenj (- 0) inside it required a monitoring yith g SRLG failures in Figure 1, the set of MCs with node 1
location in the earlier iterations of tHélacement procedure. ;4 monitoring location and the set of MCs and MPs with node

Finally, we also know that thé-graph of a grapl& is unique 1 54 4 a5 monitoring locations are presented in Table 1. The
[6], [10], [11]. Hence, thePlacement procedure provides the jegented solutions achieve the lower bourdd, (8 + 1) ( =
minimum number of monitoring locations. 4).

The sufbciency proof of Theorem 2 provides a method for
A. Graph Transformation obtaining a feasible solution by constructing cycles of type
(T,) and T3 for all possible SRLG pairs. This results in an
per bound of! |(|! |$ 1) on the required number of cycles.
tighter bound can be obtained by modifying the construction
of the feasible solution, as shown in Figure 9. Step 2 ensures

We now provide a graph transformation for constructing
MCs/MPs to localize SRLG failures in an arbitrary connecte
graph. For the network grapfs and a set of monitoring
locations M , introduce acentral monitoring node J by
merging all the monitoring locations ikl . The graph trans-
formation of the example network in Figure 4 is presented Step 1: Initialize:C ) ¢.

in Figure 6. We can now solve a simple version of the Step 2:&p;,v; ! |, with ¢; ¥ ¢;, do

monitoring problem involving a single monitoring location 1) If Cdoes not contain a cycle of typds or Ty,
J . Note that such a transformation will provide a feasible then construct a cycle of either type.
solution only if the monitoring locations satisfy the necessary 2) C)C+{ ¢}.

and sufpcient conditions presented in Theorem 3. Moreover, ajyyte: The above step adds at mdstj(|! |$ 1)/2 cycles.
proved in Theorem 3, if a set of monitoring locations satisbesStep 38! ! do

necessary and sufpbcient conditions presented in Theorem 3, 1) If Cdoes not contain any cycle involving SRLG

the transformation graph is ¢ 2)-edge connected. s, then construct a cycle’ traversingm, and
Note that the merging of monitoring locations may result a;]'y link £1 1

in self loops atJ (due to links between the monitoring 2) C)C+{ c} "

locations) and multiple links between the monitoring node ] —

and a non'momltormg ”Qde- A mc_)mt_o”ng cycle in the. trfan%"lg. 9. Pseudocode for the construction of an FL set Wl‘gh +1 cycles.

formed graph will result in a monitoring cycle or monitoring

path in the original graph. Thus, it is sufbcient to develoi?,|at for every two SRLGs): and:;, at least one cycle of type

algorithms for identifying monitoring cycles for networks with.l_l or T, is present inC. Without loss of generality, assume

one monitoring Iocatlo_n only. It_ is yvorth nptmg that when th?hat there exists a cycle! C such thatyl T 1. The maximum
network employs multiple monitoring stations, the knowledge

. . [}
of MP/MC failures is shared between all the monitoring?umber.Of (?,ycles added n this step I .There are tW.O cases
. . ; o consider: (1) There exists another cyelghat containap;,
locations to localize SRLG failures.

or (2) none of the cycles i€ contains linky;. In the former
case,c ! T, or ¢ ! T 5. Therefore,C has cycles belonging
V. IDENTIFYING MONITORING CYCLES INNETWORKS g at least two of the three types. In the latter case, we add a
WITH ONE MONITORING LOCATION cycle ¢’ that traverses the monitoring location and SRLG
. N .. 1); (Step 3). Note that" must belong toT, or Ts. Clearly,
lo:ggo:oz\;goges'ﬂggéh; Slgggﬁ':g ;\gfg ?Qillﬁrzge Tr?lzngggrl ere can be at most one SRLG in the network that belongs to
. . ' {Ris casd: Hence, the upper bound on the number of obtained
to identify a set of MCs for the FL set. cycles is !2 1

Problem MC-1 (Monitoring Cycle Problem With One B. Construction of an Optimal FL Set
Monitoring Location): Given a (+2)-edge-connected net-
work graphG(N , L), a monitoring locationn ! N , and a
set of SRLG failures , bPnd a set of MC< such that every
SRLG is present in at least one cycle and every SRLG failure; v, srLGs fall in this case, then Step 2 would have ensured that at
results in the failure of a unique subset of cycleCin least one of the SRLGs is present in the solution.

The monitoring location may dedicate hardware resources
to each MC or it may let various MCs time-share the same



monitoring hardware. In the brst scenario, each cycle can smlution set. When a cycleis added, it is assigned a tag value.
assigned its own wavelength, and cycles are monitored all fhiee tag for theith cycle that is added to the solution is set to
time. It is then reasonable to aim at constructing MCs that' 1. For example, consider the feasible FL §et, ¢z, c3, ca}
optimize the amount of employed resources, i.e., minimize Figure 1. The tag values assigned to the four cycles are 1,
the sum of the lengths of the MCs. If the MCs time-share tH& 4, and 8, respectively. For each SREG! ! , we maintain
monitoring equipment, then one wavelength, sgy may be a tagt,, that denotes the sum of the tags of cycles selected
reserved on each link for monitoring purposes, and only otteus far and that traverse SRL. For the example network
cycle may be monitored at a time. In this case, to maximize Figure 1, the tag values of various SRLGs are shown in
the frequency of monitoring, one should minimize the numbdable I. At any step in the algorithm, if two SRLGs have
MCs. In this paper, we consider the former scenario. We bthe same tag value, then they are covered by the same set of
formulate the problem of constructing a feasible solution thaycles and hence their failures cannot be uniquely identibed.
minimizes the sum of the cycle lengths as an ILP. We thdrhe algorithm ensures that no two SRLGs have the same tag
develop heuristic solutions to it. value.

1) ILP Formulation: Consider a network grap8(N ,L), a
given monitoring locationn ! N , and a set of SRLG failures
I . Let G, be the set of all cycles that pass through The
objective of the ILP is to bPnd an FL set such that the average
number of cycles per link is minimized. The ILP formulation
takesC,, as input. Leta, be a binary variable that specibes
if cycle ¢! C,, is part of the solution or not. Lef. be the
hop-length of cyclec. For an SRLGy; ! !, let Ay,. be a
binary indicator that denotes whether at least one linkyjn

: . ) o -
IS pres_ent m_cycle: or nOtZ Aie =10 ¥;, c .(b’ and 0 algorithm starts by randomly selecting two SRLGsand1);

otherwise. SinceC,, is an input to the ILPAy,., is known ; i

. : .. with the same tag value. It then adds to the solutionGat
in advance&y); ! ! andé&: ! C,,. The ILP formulation is . L

shown in Figure 10. The objective is to minimize the tota{la'fjlspwel(‘:]ht cycle that traverses the monitoring nadand
9 ' ) one of the links¢ ! 1; \ ¢; but does not go through;.

The selected cycle is assigned a tag value. The SRLG tags are

SRLG | "1 [ "2 | 12| 23) | B4 | 41) | 24) | (1,3
ty 7 11 5 3 9 15 6 10

TABLE |
TAG VALUES FOR VARIOUSSRLGS OF THE NETWORK INFIGURE 1.

The input to the algorithm is a network grag(N ,L),
a monitoring locationm, and a set of SRLG failure$ .
The initial tag value for each SRL&y, is set to zero. The

$ then updated. The above procedure is repeated until all the
Minimize .. Lca. SRLGs in the network have unique tag values. A pseudocode
Subject to: for the algorithm is shown in Figure 11. At any stage in the
CL 7 o {ac[Ap,c1$ Ay,o)+ (1 $ Ay) Ay} >0, a_\lgorithm, a cycle traversing the_ mor_litoring location and
$ iy b 11, % ah; link ¢! 1/%_'\ ; but not any_of the links in; can be computed
C2: * o Ay >0, &byl ! by removing all the links inp; and then using the procedure

presented in Figure 2. For a given pair of nodes, link-disjoint
paths with the least sum of costs can be obtained using a
modibed version of DijkstraOs algorithm [3], [1], [4]. Notice

number of hops consumed by the set of chosen cyclea inthgt after bndi_ng an MG, the link weights a_ssociated with
This is equivalent to minimizing the sum of the hop-lengths JP_'S cycle are incremented B |. Such an _adjustm_ent a_lc_m_g
the cycles. Constraint C1 ensures that for any two SRLGS with the fact that we construct cycles by using two link-disjoint

and1);, there exists at least one cycle among the chosen B8NS of minimum sum helps in evenly distributing the cycles
fmong all the links, and hence it limits the number of cycles

Hence, the set of cycles that pass through an SRLG is differdi@t Pass through a particular link. Finally, -i; : ¢, =0,
trlﬂ@n an MC containing SRL®); is added toC.

from those that pass through all other SRLGs by at least o - k .
cycle. Since this is true for all SRLG pairs, any SRLG failure Complexity: A cycle traversing a node: and link ¢ may
can be uniquely identibed provided there is at least one cyD OPtained irO(IN| log|N|) time by running two instances

passing through the failed SRLG. Constraint C2 ensures ti¢hPiikstraOs algorithm [1]. The worst-case numbgr of cycles
every SRLG is part of at least one cycle. required to dlstln_gwsh Fhe failure of two links (]! |¢) (one _

2) Heuristic: The ILP solution presented in Section V-BlCyCIe for every I|_nk pa”g- Hence, the worst-case complexity
guarantees bnding the optimal FL set but its worst Caggour algorithm isO(|! |IN| log|N ).
complexity is exponential in the number of variables. The
ILP formulation also requires enumerating an exponentially
large number of cycles that pass through the monitoring nodeWe compare the performance of thiE1 algorithm with the
This complexity makes the ILP solution impractical for largeptimal results obtained using the ILP solution. We consider
networks. We now develop a heuristic for Pnding a feasibthe two topologies shown in Figure 12. These small topologies
FL set. In this approach, cycles are added incrementally to thee selected because they enable us to obtain the ILP solution

Fig. 10. ILP formulation for bnding the optimal FL set.

VI. SIMULATION RESULTS



Procedure MC1 a single monitoring location to analyze the extra resources

Input: G(N,L), m, ! consumed when two links fail simultaneously as opposed
Output: C to single-link and adjacent link failurésFigure 13 shows
1) &' !, t,=0,U=0,C=¢, we=1,&!L the average number of wavelengths per link that are used
2) While -{ ¢;, ¢3! 1 sttty = ty,, for monitoring purposes when single-link, two adjacent links,
a) ¢ = FindCycle (m7¢i,¢j’@(_)’(3), and arbitrary two-link failures take place. It is noted that
b) &by i, c* o, compared with single-link failure monitoring, almost no addi-
Wy, = Wy, + [N|, ty, = ty, +2Y tional resources are consumed in monitoring two-link failures
c)C=CHd,U=U+1 when such failures occur in adjacent links. An additional 30%
3) If -4y i by, = netyvorl_< resource is needed when the two failed links are
c= FindCycIe (m,l/)w,¢,w(.),G) arbltrarlly located.

C=C+H,U=U+1
Procedure FindCycle
Input: m, ¢y, ¢y, w(.), L
Output: ¢
Choose a link randomly from the sep,\ ¢,. Find a cyclg
passing throughn and ¢ by removing+, and using the
procedure mentioned in Figure 2. Two link-disjoint paths
are constructed using minimum sum of two paths and Wwith
link weights asw(.).

» o
(93] (%)) (%3]
P9

w
\'A
1 1 1
=

SRLG with any two link failures ||
SRLG with adjacent link failures
- Single-link failures

(S I S I I
I

o

Average Wavelengths per Link

Fig. 11. Pseudocode for tHdEl algorithm with one monitoring location. ‘
X7 8x8
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o

Fig. 13. Average number of wavelengths consumed for different mesh-torus
topologies.

A. Monitoring an Arbitrary Network Topology

In this part, we use randomly generated WaxmanOs topolo-
gies [13] of different average node degrees. For a given topol-
ogy, we determine the required number of monitoring locations

Fig. 12. Network topologies used in the simulations. that can detect all single-link failures, i.e= 1, by using the
Placement procedure presented in Section IV. For ajy
edge-connected componerits 2, 3, that requires a monitor,

using the CPLEX solver [5] in tractable time. For both, NJan internal node is chosen randomly to be the monitoring
LATA and NSFNET, we add a few additional links to makdocation. For the chosen set of monitoring locations, we use
them three-edge-connected and M€l algorithm to Pnd the graph transformation presented in Section IV and then
cycles that can localize any single-link failure (i.e5 L). apply theMG 1 algorithm to bPnd the set of paths and cycles
For a given network topology, we vary the location of th@eeded to monitor all single-link failures in the network. For
monitoring node and report the average number of monitoringach topology, we report the number of required monitoring
locations and the average number of cycles per link. Figure
14 shows that the average number of required monitoring
tions decreases with the average node degree. Intuitively,
Is is true because the average size of a three-edge-connected

the number of cycles associated with the monitoring Iocatlo?lOrnponent increases with the increase in average node degree.
Figure 15 shows the required average wavelengths per link

which ref3ects the setup cost associated with monitoring.
for detecting all single-link failures. We make the following
Tables Il depict the observed performance. For both topolg;
bservations from Figures 14 and 15:

gies, approximately two wavelengths per link are foun

. . . . ; . . For sparse networks (average node degr@g, the average
sufbcient to localize single-link failures. This conbrms the . NS

) o umber of required cycles per link is signibcantly small.
effectiveness of our fault localization approach. The results. ™. .

. ) N is is because for such networks, the number of required
obtained from theViG 1 algorithm are signibcantly close to o . . : .
the ILP solution monitoring locations is large. In this case, many links get

) i ) monitored by their adjacent nodes.
Next, we consider mesh-torus topologies with 16 43, 25 5 The average number of required cycles per link increases
(5. 5),36 (6 6),49 (7 7),and 64 (8 8) nodes. A mesh-torus

is a four-edge-connected graph. We use these topologies withtwo links are adjacent if they have a common node.

(a) NJ-LATA (b) NSENET

related wavelengths per link, given byfl—L whereL. is

the number of links in a cycle and C Is the set of MCs.
This measure reRRects the amount of network resources
link that are used for link-failure localization. We also repo



Network NJ-LATA NSFNET

Monitoring node 1 3 5 7 9 11 1 3 5 7 9 11
Number of cycles in FL set (ILP) 8 7 8 8 7 7 6 5 6 6 6 6
Number of cycles in FL set (MC-1) 13 13 16 13 12 10 11 11 12 10 10 10
Average number of cycles/link (ILP) | 2.12 | 1.82 | 1.72 | 198 | 1.88 | 2.04 | 2.06 | 213 | 217 | 211 | 2.04 | 2.06
Average number of cycles/link (MC-1) 3.16 | 2.42 | 2.38 | 256 | 2.7 29 | 3.04 | 265 | 2.73 | 291 | 3.00 | 3.043

TABLE I
SIMULATION RESULTS FOR THEMC-1 PROBLEM.

with the average node degree. localization set; (2) network connectivity for localizing failures
3. For dense topologies, less than 30% of nodes requiravith one monitoring location; (3) the placement of monitoring
monitor, which is a clear improvement over the techniquecations to obtain a solution. We developed @dgk|L|)
presented in [8], in which all nodes need to have a monitor &dgorithm to calculate the minimum number of required mon-
detect all single-link failures. itoring locations to localize all possible failures involving up
4. For small networks# 80 nodes), less than three waveto & links. We described an ILP formulation and a heuristic
lengths per link are used, on average, for monitoring purposapproach MC-1 heuristic) to bnd the set of cycles that can
This shows the effectiveness and low overhead associated vidttalize SRLG failures using a single monitoring location.
the presented monitoring technique. For large networks (180mulation results conbPrm the effectiveness of the proposed
nodes), an average of four wavelengths per link are requirechonitoring technique and the presented solutions.
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