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Abstract—We introduce the concepts of monitoring paths
(MPs) and monitoring cycles (MCs) for unique localization of
shared risk linked group (SRLG) failures in all-optical networks.
An SRLG failure is a failure of multiple links due to a failure
of a common resource. MCs (MPs) start and end at same
(distinct) monitoring location(s). They are constructed such that
any SRLG failure results in the failure of a unique combination of
paths and cycles. We derive necessary and sufficient conditions
on the set of MCs and MPs needed for localizing an SRLG
failure in an arbitrary graph. When a single monitoring location
is employed, we show that a network must be (k + 2)-edge
connected for localizing all SRLG failures with up to k links.
For networks that are less than (k + 2)-edge connected, we
derive necessary and sufficient condition on the placement of
monitoring locations for unique localization of any SRLG failure
of up to k links. We use these conditions to develop an algorithm
for the placement of monitoring locations. We show a graph
transformation technique that converts the problem of identifying
MCs and MPs with multiple monitoring locations to a problem
of identifying MCs with single monitoring location. We provide
an integer linear program and a heuristic to identify MCs
for networks with one monitoring location. Through extensive
simulations, we demonstrate the effectiveness of the proposed
monitoring technique.

I. I NTRODUCTION

Optical networks have gained tremendous importance due
to their ability to support very high data rates using the
dense wavelength division multiplexing (DWDM) technology.
With such high data rates, a brief service disruption in the
operation of the network can result in the loss of a large
amount of data. Commonly observed service disruptions are
caused by Þber cuts, equipment failure, excessive bit errors,
intrusion, and human error. It is desired that these faults be
uniquely identiÞed and corrected at the physical layer before
they are noticed at higher layers. Therefore, it is critical for
optical networks to employ fast and effective methods for
detecting and locating network failures. Some failures, such as
optical cross-connect port blocking and intrusion, can affect a
single or a speciÞc subset of wavelengths within a link. Other
failures, including Þber cuts and high bit error rates (BERs),
may affect all the wavelengths that pass through a link. In this
paper we focus on the latter type of failures. In addition, links
in an optical network may share a common resource, such as
a duct or conduit through which they are laid out. The failure
of this resource results in the simultaneous failure of multiple
links. Such failures are referred to asShared Risk Link Group
(SRLG) failures [12].

Failure detection and localization may be performed either
at the physical or the IP layer. Routing protocols at the IP
layer, such as OSPF, often have an inherent failure detection
capability. However, such a detection capability suffer from
long detection time (few seconds), and hence are not suitable
for networks that require fast recovery. Some parameters in
OSPF were optimized in [7] to achieve fast failure detection.
A cross-layer (optical/IP) recovery method was proposed in
[2], but its relatively slow recovery time prohibits its use for
failure detection in all-optical networks.

Optical-level mechanisms for single-link failure detection
were developed in the literature [8], [2]. These include optical
spectral analysis, optical power detection, pilot tones, and
optical time domain reßectometry (OTDR). In [8], a failure
detection scheme was proposed, in which monitors are as-
signed to each optical multiplexing and transmission section.
Such a scheme requires an excessive number of inherently
expensive monitors, and is not scalable and cost-effective for
large-scale networks.

In [14], an adaptive technique for fault diagnosis using
ÒprobesÓ was presented in which probes are established se-
quentially, each time using information about already estab-
lished probes. While the sequential probing helps achieve
adaptiveness, it also increases the fault localization time. In
[9], a non-adaptive fault diagnosis through a set of probes
(lightpaths) was developed where all the probes are employed
in advance. The techniques presented in [14] and [9] assumes
that a probe can originate and terminate at any location, i.e.,
there is no restriction on the number of monitoring locations.
In the worst case, all the nodes in the network need to have
monitors, resulting in high setup cost and protocol overhead.

A practical approach to fault detection and localization that
we advocate in this paper is to equip only a few nodes in the
network with monitors, referred to asmonitoring locations. In
such networks, SRLG failures may be uniquely localized using
monitoring paths (MPs) and monitoring cycles (MCs). An MP
starts and ends at distinct monitoring locations, whereas an
MC starts and ends at the same monitoring location. The MPs
and MCs should be selected such that the failure of any SRLG
results in the failure of a unique combination of MPs and MCs.
A wavelength may be dedicated for each MC/MP on every link
the MC/MP traverses, or it may be time-shared. Similarly, the
monitoring location may employ multiple monitors (one for
each MC/MP) or it may use one monitor that is time-shared
by various MCs/MPs.



In this paper, we employ the notion offailures for ease of
explanation. However, we note that the developed approach
may also be used to assess other performance metrics, such as
optical power, optical signal-to-noise ratio (SNR), and BER.
Because a combination of MPs and MCs is unique to a given
SRLG, the observed phenomenon (link failure, low optical
power, etc.) can be uniquely attributed to that SRLG.

The contributions of this paper are: (1) develop necessary
and sufÞcient conditions on the set of MCs and MPs needed
for localizing SRLG failures in arbitrary networks (Section
II); (2) prove that a network must be(k + 2) -edge-connected
in order to localize SRLG failures of up tok links with one
monitoring location (Section II); (3) develop necessary and
sufÞcient condition on the placement of monitoring locations
for unique localization of all SRLG failures of up tok links
(Section III); (4) derive the minimum number of monitors
required to localize any SRLG failure of up tok links in an
arbitrary network (Section IV); (5) develop an algorithm for
the placement of the minimum number of monitors (Section
IV); and (6) develop an integer linear programming (ILP)
formulation and heuristic for selecting monitoring cycles in
networks with one monitoring location (Section V). We use
a graph transformation technique to solve the problem of
selecting MCs and MPs in a network that employs multiple
monitoring locations. With this technique, we show that the
problem of selecting MCs and MPs with multiple monitoring
locations may be reduced into an MC selection problem in the
transformed graph with one monitoring location.

II. N ECESSARY ANDSUFFICIENCY CONDITIONS FOR

LOCALIZING SRLG FAILURES

Consider an all-optical network whose topology is modeled
as a graphG(N , L), whereN is the set of nodes andL is
the set of links. Let! denote the set of SRLG failures in
the network. An elementψ ! ! is a subset ofL . It denotes
the set of links that may fail due to a failure in a shared
resource. Given a certain placement of monitors, the objective
is to localize an SRLG failure by observing failed MPs and
MCs. We refer to a set of monitoring paths and cycles that
can uniquely localize all SRLG failures as afault localization
(FL) set. The default case of no SRLG failure is indicated by
no failures in any of the paths or cycles in the FL set. Every
SRLG failure affects at least one MP or MC. In addition, an
SRLG failure results in a uniquesyndrome Ð a combination
of failed MPs and MCs.

Consider the example in Figure 1, whereψ1 =
{ (1, 2), (2, 3)} and ψ2 = { (2, 3), (3, 4)} are the two SRLG
failures. When node1 is the monitoring location, an FL set
with four MCs is given by:c1 = (1Ð2Ð3Ð4Ð1),c2 = (1Ð3Ð
2Ð4Ð1),c3 = (1Ð2Ð4Ð1), andc4 = (1Ð3Ð4Ð1). Similarly, if
node1 and 4 are both monitoring locations, an FL set with
three MPs and one MC is given by:p1 = (1Ð2Ð4),p2 = (1Ð
3Ð4),p3 = (1Ð2Ð3Ð4), andp4 = (1Ð3Ð2Ð4Ð1). The associated
syndromes are shown in Figure 1. An MC/MP is affected by
an SRLGψ if it passes through at least one link" ! ψ.

Fig. 1. Example network topology, SRLG failures, and associated syndromes.

Theorem 1: The necessary and sufÞcient conditions for the
existence of an FL set to monitor any given set! of SRLG
failures in an arbitrary network are:

1) Each SRLG failure affects at least one monitoring path
or cycle; and

2) For any two SRLGsψ1 andψ2 in ! , there exists a path
or cycle in the FL set that is affected byψ1 and notψ2

or vice versa.
Proof: The necessity part is proved by contradiction.

Assume to the contrary that there is a feasible solution but at
least one of the two conditions presented are not satisÞed. First
assume that condition 1 is not satisÞed. If condition 1 is not
satisÞed for an SRLGψi, then no cycle or path passes through
it, and hence the failure ofψi cannot be monitored. Thus, any
feasible solution must satisfy condition 1. If condition 2 is not
satisÞed for a pair of SRLGsψ1 andψ2, then every cycle or
path that is affected byψ1 is also affected byψ2, contributing
to the syndromes of bothψ1 and ψ2. Thus, the failure of
these two SRLGs cannot be uniquely identiÞed, leading to a
contradiction. Therefore, a feasible solution may be obtained
only if the two conditions presented are satisÞed.

We prove the sufÞciency part by construction. For any two
SRLGsψ1 and ψ2 in the network, we deÞne three types of
paths and cycles:

¥ T1: Set of paths and cycles affected byψ1 and notψ2.
¥ T2: Set of paths and cycles affected byψ2 and notψ1.
¥ T3: Set of paths and cycles affected by bothψ1 andψ2.

To distinguish a failure betweenψ1 and ψ2, an FL set must
have paths and/or cycles that fall in at least two of these three
types. For example, if the FL set contains a path or cycle
c1 ! T 1 and path or cyclec2 ! T 3, then a failure ofψ1

will result in a failure ofc1 and c2 and a failure ofψ2 will
result in a failure ofc2 only. Based on condition 2, we know
that cycles or paths of typeT1 or T2 must exist. Assume that a
monitoring path/cycle of typeT1 exists for SRLGsψ1 andψ2.
For given monitoring locations, a path or cycle of typeT1 may
be obtained as follows: First, merge all the monitoring nodes
to form one super-nodem. This transformation may result in
multiple links from a node to the super-nodem. In addition,
any link between two monitoring locations will transform into
loops at nodem. Second, remove links of SRLGψ2 from



the network. Third, if any of the remaining links ofψ1 \ ψ2

is among the loops at nodem, then the loop is a (one link)
path of typeT1. Otherwise, construct a cycle traversing node
m and link " " (x!, y!) ! ψ1 \ ψ2, as shown in Figure 2.
Such a cycle must exist for at least one link, as condition 2
is necessary. When the monitoring nodes are expanded, the
cycle either remains a cycle or transforms into a monitoring
path. Similarly, if the MC/MP of typeT2 exists then it can be

1) Add a virtual nodev and two virtual links (v, x!) and
(v, y!). Remove link".

2) Obtain two link-disjoint pathsP1 andP2 from v to m.
3) Form a cyclec by joining P1 andP2 after removing the

virtual links and adding the link".

Fig. 2. Procedure to compute a cycle traversing a given nodem and link ! .

constructed using the above method by interchangingψ1 and
ψ2. We now have at least one cycle/path of typeT1 or T2.

Finally, assume that for SRLGsψ1 and ψ2, we have a
cycle/path of typeT1 but not T2, then there must be a
cycle/path of typeT3 in order to satisfy condition 1 (otherwise
ψ2 will not be covered by any MC/MP). An MC/MP of type
T3 can be obtained using the procedure presented in Figure
2 by trying for all the links" ! ψ2. In this case, we do not
remove the links inψ1. By adding MCs/MPs of at least two
of typesT1, T2, andT3 for each SRLG pair (ψi, ψj) we can
construct a feasible solution.
Note: The necessary and sufÞcient conditions are valid for an
arbitrary topology, which may include multiple edges between
two nodes and self-loops at a node.

The placement of monitoring locations in the network must
be able to generate MCs and MPs that satisfy the conditions
in Theorem 1. The next logical step is to identify the number
of monitoring locations required to localize SRLG failures
in an arbitrary network. We Þrst derive the necessary and
sufÞcient conditions for localizing SRLG failures with only
one monitoring location. We assume that the SRLG failures
contain all possible link failures involving up tok links.

Theorem 2: (k+2)-edge connectivity is a necessary and suf-
Þcient condition for localizing all possible failures involving
up to k links with one monitoring location.

Proof: We prove the necessary part by contradiction.
Assume to the contrary that there is an FL set for a network
that is (k+1)-edge but not (k+2)-edge connected. Note that
because there is only one monitoring location, the FL set
consists of MCs only. Since the network is not (k+2)-edge-
connected, there exists a set ofk+1 links whose removal
disconnects the network, as shown in Figure 3. We number
these links as"1, "2, ..., "k+1 . Consider now two SRLG failures
ψ1 " { "1, "2, ..., "k} and ψ2 " { "2, "3, ..., "k+1 } . Notice that
any cycle that traverses through one or more links inψ1 must
also pass through one or more links inψ2. Thus, the failure of
any of these two SRLGs cannot be uniquely identiÞed through
MCs, leading to a contradiction. Therefore, an FL set cannot
be obtained in a (k+1)-edge-connected network, i.e., (k+2)-

edge connectivity is a necessary condition for the existence of
a solution.

Fig. 3. A cut in the graph with k+1 links.

We prove the sufÞciency part by construction. For any two
SRLGsψ1 andψ2 in the network, consider the cycles of types
T1, T2, and T3 as deÞned in Theorem 1. Since the network
is (k+2)-edge connected, the removal of any SRLG leaves
the network at least two-edge connected. In the remaining
network we can Þnd MCs passing through any link" using
the procedure presented in Figure 2. Hence, a cycle of type
T1 and T2 is always possible, and can be constructed easily
for any two SRLGsψi andψj .

Corollary 1: Three-edge connectivity is a necessary and
sufÞcient condition to uniquely localize anysingle-link failure
with one monitoring location.

III. N ECESSARY ANDSUFFICIENT CONDITIONS FOR

MONITOR PLACEMENT

We have shown that with the use of one monitoring location,
(k+2)-edge connectivity is a necessary and sufÞcient condition
to uniquely localize all possible failures involving up tok
links. Even for identifying single-link failures, the network
needs to be at least three-edge connected. However, many
optical networks in real life may not satisfy such high connec-
tivity requirement, hence cannot be monitored using a single
monitoring location. We now provide an example to show
that with multiple monitoring locations and by employing
monitoring paths (MPs) along with MCs, all SRLGs in an
arbitrarily connected network can be monitored. Consider
the connected network shown in Figure 4 with single-link
failures. Notice that, even for identifying single-link failures
with single monitoring location a network needs to be three-
edge connected. Hence, single-link failures in this example
network can not be monitored using a single monitoring
location. Consider monitoring locations at node 1 and 6. An
FL set consisting of six cyclesc1 = 1Ð2Ð3Ð4Ð1,c2 = 1Ð3Ð2Ð
4Ð1,c3 = 1Ð2Ð4Ð1,c4 = 6Ð5Ð8Ð7Ð6,c5 = 6Ð8Ð5Ð7Ð6,c6 =
6Ð5Ð7Ð6 and a pathp1 = 1Ð2Ð5Ð6 can localize any single-link
failure. To identify an SRLG failure, the multiple monitoring
locations share the failure information of MCs and MPs.

Theorem 3: To uniquely localize all possible failures in-
volving up to k links in an arbitrary networkG(N , L), it is
necessary and sufÞcient that all components of the graph that
result from the removal of anyk + 1 links must each contain
a monitoring location.

Proof: For the necessary part of the proof, consider the
removal of anyk+1 links "1, "2, ..., "k+1 from G. The removal
of these links can reduce the graph into one, two, ..., or



Fig. 4. Example graph to illustrate monitoring with two monitoring stations.

k + 2 connected components. Let the removal of these links
results inR componentsC1, C2, ..., CR of respective degrees
d1, d2, ..., dR . Notice that0 # di # k + 1 for all i. If the
removal of these links results in one connected component
of zero degree, then this component must contain one mon-
itoring location; otherwise, the network will be without any
monitoring location. If it results in more than one connected
component, then consider any such componentCi of degree
di # k +1 . Suppose thatCi is connected to other components
using links "1, "2, ..., "di , as shown in Figure 5. We now

Fig. 5. Connected componentCi with degreedi.

show that any feasible placement of monitors must have a
monitoring location insideCi. An SRLG may contain up tok
links that can fail simultaneously. Consider two SRLGs with
di $ 1 links: ψ1 " { "1, ..., "di! 1} and ψ2 " { "2, ..., "di } ,
di # k + 1 . If Ci does not have a monitoring location, then
any MP/MC that passes throughψ1 must also pass throughψ2

because an MC/MP cannot terminate insideCi. Hence, their
failures cannot be distinguished without placing a monitor
inside Ci. The above argument is true for any connected
component with degree# k + 1 . Since the maximum degree
of a component is at mostk+1 1, every component that results
after the removal ofk+1 links must have a monitoring location.

For the sufÞciency part, consider a set of monitoring lo-
cationsM that satisfy the necessary condition. Construct a
transformation graph by merging all the nodesm ! M into
a central monitoring node J . For each link(m, v) with
m ! M , add a link(J , v). The graph transformation of the
example graph in Figure 4 is presented in Figure 6. Notice
that since the set of monitoring locations satisfy the necessary
condition, the removal of anyk+1 links does not disconnect
the transformation graph2. Hence, the transformation graph
is (k+2)-edge connected. Finally, by using Theorem 2, we
conclude that such a placement is sufÞcient for monitoring
an arbitrary set ofk-link failures. A monitoring cycle in

1The degree of a component isk+1 if all other components are connected
to it using links! 1, ! 2, ..., ! k+1.

2The removal ofk+1 links would result in a maximum ofk+2 components
with each component with at least one monitoring location. Since each
monitoring location gets merged to form the central monitoring locationJ ,
the transformation graph still remains connected.

Fig. 6. Transformation graph of the example network in Figure 4.

the transformed graph will be either a monitoring cycle or
monitoring path in the original graph.

Corollary 2: To distinguish an arbitrary set ofk-link fail-
ures in a tree network, every node with degree# k + 1 must
be a monitoring location.

Corollary 3: To uniquely identify all single-link failures in
a tree network, all the nodes with degree one or two must be
monitoring locations.

Corollary 4: To uniquely identify all single-link failures in
line and ring networks, all the nodes must be monitoring
locations.

Corollary 5: To uniquely identify all possible failures in-
volving up to k-links in a network, all j-edge-connected
components (j # k + 2 ) of degreek + 1 or less must have a
monitoring location.
The above corollaries may be easily derived using Theorem 3.

IV. M ONITOR PLACEMENT ALGORITHM FOR UP TOk
LINK FAILURES IN ARBITRARY NETWORK

In this section, we provide a monitor placement algorithm
for localizing up tok link failures in an arbitrarily connected
network. Before proceeding further, we deÞne the following
terms:

1) The k-super-graph (or simply k-graph) of a network
graphG(N , L) is a graph that represents the intercon-
nectivity of thek-edge-connected components ofG [10].
In other words, each nodei of the k-graph is ak-edge-
connected component ofG.

2) A connector link " ! L is a link that connects nodes be-
longing to two differentk-edge-connected components
of G. Such a link is also a link on thek-graph.

For a given networkG and a given integerk, the k-graph
of the network is unique [10]. Thek-graph can be at most
(k$ 1)-edge-connected [10], [6], [11]. In this paper, we employ
2-, 3-, ..., (k+2)-graphs to determine the minimum number of
monitors required to uniquely localize up tok-link failures.
Using the corollaries described above, the minimum number
of required monitoring locations in an arbitrary network that
can have up tok link failures, can be obtained using the
Placement procedure described in Figure 7. In Step 2 of
the Placement procedure, the degree of ak-edge-connected
component is that of the corresponding node on thek-graph,
k % 2.

An example of a 2-graph and its 3-graph is shown in Figure
8 for the network where any single-link can fail, i.e.k = 1 .
Notice that the 2-graph of the example network is a tree. Each



Procedure Placement
1) Obtain the(k + 2) -graph of the original network graph

G(N , L).
2) Assign a monitoring location to every(k + 2) -edge-

connected component with degreek + 1 or less.
3) j = k + 1
4) While j % 2

a) Obtain thej-graph by merging the(j + 1) -edge
connected components.

b) Assign a monitoring location to everyj-edge-
connected component with degree# k+1 if such a
component does not contain a monitoring location.

c) j = j $ 1

Fig. 7. Procedure for Þnding the minimum number of monitoring locations
and their placement for an arbitrary network with up tok link failures.

three-edge-connected component with degree two or less in the
example network has at least one monitoring location inside
it. Similarly, each two-edge-connected component with degree
two or less has a monitoring location inside it. For example,
componentA is a two-edge-connected component of the graph
with degree two. Hence, it needs at least one monitoring loca-
tion inside it. However, all three-edge-connected components
within A itself have degree three and according to step 2, they
do not need a monitoring location. Hence, any arbitrary node
is picked in Step 4(b) forj = 2 as a monitoring location inside
A. Similarly, componentB has degree two but a monitoring
location is not assigned to it in Step 4(b) forj = 2 because
it already gets a monitoring location in one of its three-edge-
connected component based on Step 2.

Fig. 8. An example showing the 2-graph, 3-graph and the monitor placement
in an arbitrarily connected network with single-link failures.

Complexity: Unique decomposition of a graph into its
2- and 3-graphs may be performed inO(|L| ) time [10].
Decomposition fork > 3 may be performed inO(k|N | 4) as
follows. We Þrst compute the number of link-disjoint paths
available between any two node pairs. Note that we need
to obtain at mostk + 2 link-disjoint paths between a node
pair. These disjoint paths for all node pairs may be obtained
using the max-ßow algorithm with a worst-case complexity
of O(k|N | 4). Each j-connected component in aj-graph
may then be obtained by clustering nodes with more than

j link-disjoint paths between them. Finally, the degree of a
component may be identiÞed by scanning all the links in the
graph in O(|L| ) time. Hence, the overall complexity of the
Placement procedure isO(k|N | 4).

We now prove that the placement of monitors as described
in Figure 7 is sufÞcient to uniquely identify up tok-link
failures.

Theorem 4: The monitoring locations identiÞed according
to thePlacement procedure are sufÞcient to uniquely identify
all k-link failures.

Proof: The proof is by contradiction. Assume to the
contrary that the placement of monitoring locations provided
by the Placement procedure does not satisfy the necessary
and sufÞcient condition presented in Theorem 3 for a set of
k + 1 links { "1, "2, ..., "k+1 } . Assume that the removal of
these links createR connected componentsC1, C2, ..., CR

with degreed1, d2, ..., dR . Notice thatdi # k + 1 &i !
{ 1, 2, ..., R} . Assume that thePlacement procedure does
not provide a monitor to componentCi. We show that this
assumption leads to a contradiction.

Note that the degree of componentCi is di # k + 1 .
We show thatPlacement procedure conÞgures at least one
monitoring location inside componentCi in Step 4(b) of
the procedure. We know for sure thatCi is a connected
component.

1) If Ci is a single node with degreedi # k + 1 , then it
gets assigned monitor in Step 2.

2) If Ci is just one-edge-connected component with at least
two nodes, then in the 2-graph, it will form a tree of
two-edge-connected components. If it forms a tree of
n two-edge-connected components, then the sum of the
degree of all the components is2(n$ 1)+ di. Now if the
Placement procedure does not assigns a monitoring lo-
cation to any one of the two-edge-connected components
then all these components must have degree% k + 2 ,
hence the sum of the degree2(n $ 1) + di % n(k + 2) ,
which is not true for anyn % 2 becausedi # k + 1 .
Hence at least one monitor gets assigned to this one-
edge-connected component.

3) If Ci is r-edge-connected withr % 2, then it is a node
in the j-graph with j % di and hence gets a monitor
because its degree is# k + 1 .

Hence, for all possible cases componentCi gets a monitoring
location.

Note that the above procedure will place exactly one mon-
itor if the given network isk + 2 -edge connected. We now
present a method to count the number of monitoring locations
provided by thePlacement procedure.

Let Ni denotes the number ofi-edge-connected components
of degreesk + 1 or less that do not have any(i + j)-edge-
connected components(j > 0, i + j # k + 2) with degree
k+1 or less inside them. The number of monitoring locations
provided by thePlacement algorithm is computed as below.

Number of monitors assigned=
k+2!

i=2

Ni



Correctness and Minimality: Given thej-graph of a graph
G and using Corollary 5, any feasible set of monitoring
locations must have at least one monitoring location in each of
thej-edge-connected component with degreek+1 or less. This
is ensured by Step 4 of thePlacement procedure. Finally,
Step 4 does not assign a monitoring location inside ani-
edge-connected component if at least one monitoring location
is already present inside this component, i.e. this component
has a monitoring location because one of the(i + j)-edge-
connected component (j > 0) inside it required a monitoring
location in the earlier iterations of thePlacement procedure.
Finally, we also know that thek-graph of a graphG is unique
[6], [10], [11]. Hence, thePlacement procedure provides the
minimum number of monitoring locations.

A. Graph Transformation

We now provide a graph transformation for constructing
MCs/MPs to localize SRLG failures in an arbitrary connected
graph. For the network graphG and a set of monitoring
locations M , introduce acentral monitoring node J by
merging all the monitoring locations inM . The graph trans-
formation of the example network in Figure 4 is presented
in Figure 6. We can now solve a simple version of the
monitoring problem involving a single monitoring location
J . Note that such a transformation will provide a feasible
solution only if the monitoring locations satisfy the necessary
and sufÞcient conditions presented in Theorem 3. Moreover, as
proved in Theorem 3, if a set of monitoring locations satisÞes
necessary and sufÞcient conditions presented in Theorem 3,
the transformation graph is (k + 2 )-edge connected.

Note that the merging of monitoring locations may result
in self loops atJ (due to links between the monitoring
locations) and multiple links between the monitoring node
and a non-monitoring node. A monitoring cycle in the trans-
formed graph will result in a monitoring cycle or monitoring
path in the original graph. Thus, it is sufÞcient to develop
algorithms for identifying monitoring cycles for networks with
one monitoring location only. It is worth noting that when the
network employs multiple monitoring stations, the knowledge
of MP/MC failures is shared between all the monitoring
locations to localize SRLG failures.

V. I DENTIFYING MONITORING CYCLES IN NETWORKS

WITH ONE MONITORING LOCATION

We now consider the situation when only one monitoring
location can be used to localize SRLG failures. The goal is
to identify a set of MCs for the FL set.

Problem MC-1 (Monitoring Cycle Problem With One
Monitoring Location): Given a (k+2)-edge-connected net-
work graphG(N , L), a monitoring locationm ! N , and a
set of SRLG failures! , Þnd a set of MCsC such that every
SRLG is present in at least one cycle and every SRLG failure
results in the failure of a unique subset of cycles inC.

A. Bounds on the Required Number of Cycles

A network with|! | SRLGs requires at least' log2(|! |+1) (
cycles for fault localization for any arbitrary choice of the
monitoring node. This lower bound is achieved when all the
SRLGs are expressed as a binary representation of' log2(|! |+
1)( cycles. We assume that at any time instance, the network
can have no failure or at most one SRLG failure. In order to
encode|! |+1 combinations in binary, we require' log2(|! |+
1)( bits, hence the number of cycles. For the example network
with 8 SRLG failures in Figure 1, the set of MCs with node 1
as monitoring location and the set of MCs and MPs with node
1 and 4 as monitoring locations are presented in Table 1. The
presented solutions achieve the lower bound (' log2(8 + 1) ( =
4).

The sufÞciency proof of Theorem 2 provides a method for
obtaining a feasible solution by constructing cycles of type
T1 (T2) andT3 for all possible SRLG pairs. This results in an
upper bound of|! |(|! |$ 1) on the required number of cycles.
A tighter bound can be obtained by modifying the construction
of the feasible solution, as shown in Figure 9. Step 2 ensures

Step 1: Initialize:C ) φ.
Step 2:&ψi, ψj ! ! , with ψi *= ψj , do

1) If C does not contain a cycle of typesT1 or T2,
then construct a cyclec of either type.

2) C ) C + { c} .
Note: The above step adds at most|! |(|! | $ 1)/2 cycles.
Step 3:&ψ ! ! do

1) If Cdoes not contain any cycle involving SRLG
ψi, then construct a cyclec" traversingm and
any link " ! ψi.

2) C ) C + { c"} .

Fig. 9. Pseudocode for the construction of an FL set with
"
Ψ
2

#
+ 1 cycles.

that for every two SRLGsψi andψj , at least one cycle of type
T1 or T2 is present inC. Without loss of generality, assume
that there exists a cyclec ! C such thatc ! T 1. The maximum
number of cycles added in this step is

" !
2

#
. There are two cases

to consider: (1) There exists another cyclec" that containsψj ,
or (2) none of the cycles inC contains linkψj . In the former
case,c" ! T 2 or c" ! T 3. Therefore,C has cycles belonging
to at least two of the three types. In the latter case, we add a
cycle c" that traverses the monitoring locationm and SRLG
ψj (Step 3). Note thatc" must belong toT2 or T3. Clearly,
there can be at most one SRLG in the network that belongs to
this case3. Hence, the upper bound on the number of obtained
cycles is

" !
2

#
+ 1 .

B. Construction of an Optimal FL Set

The monitoring location may dedicate hardware resources
to each MC or it may let various MCs time-share the same

3If two SRLGs fall in this case, then Step 2 would have ensured that at
least one of the SRLGs is present in the solution.



monitoring hardware. In the Þrst scenario, each cycle can be
assigned its own wavelength, and cycles are monitored all the
time. It is then reasonable to aim at constructing MCs that
optimize the amount of employed resources, i.e., minimize
the sum of the lengths of the MCs. If the MCs time-share the
monitoring equipment, then one wavelength, sayλ0, may be
reserved on each link for monitoring purposes, and only one
cycle may be monitored at a time. In this case, to maximize
the frequency of monitoring, one should minimize the number
MCs. In this paper, we consider the former scenario. We Þrst
formulate the problem of constructing a feasible solution that
minimizes the sum of the cycle lengths as an ILP. We then
develop heuristic solutions to it.

1) ILP Formulation: Consider a network graphG(N , L), a
given monitoring locationm ! N , and a set of SRLG failures
! . Let Cm be the set of all cycles that pass throughm. The
objective of the ILP is to Þnd an FL set such that the average
number of cycles per link is minimized. The ILP formulation
takesCm as input. Letαc be a binary variable that speciÞes
if cycle c ! C m is part of the solution or not. LetLc be the
hop-length of cyclec. For an SRLGψi ! ! , let Aψic be a
binary indicator that denotes whether at least one link inψi

is present in cyclec or not; Aψic = 1 if ψi , c *= φ, and 0
otherwise. SinceCm is an input to the ILP,Aψic, is known
in advance&ψi ! ! and &c ! C m. The ILP formulation is
shown in Figure 10. The objective is to minimize the total

Minimize
$

c#Cm
Lcαc

Subject to:

C1:
$

c#Cm
{ αc[Aψic(1 $ Aψjc) + (1 $ Aψic)Aψjc]} > 0,

&ψi, ψj ! ! , ψi *= ψj

C2:
$

c# Cm
αcAψic > 0, &ψi ! !

Fig. 10. ILP formulation for Þnding the optimal FL set.

number of hops consumed by the set of chosen cycles inG.
This is equivalent to minimizing the sum of the hop-lengths of
the cycles. Constraint C1 ensures that for any two SRLGsψi

and ψj , there exists at least one cycle among the chosen set
of cycles on which exactly one of the two SRLGs is present.
Hence, the set of cycles that pass through an SRLG is different
from those that pass through all other SRLGs by at least one
cycle. Since this is true for all SRLG pairs, any SRLG failure
can be uniquely identiÞed provided there is at least one cycle
passing through the failed SRLG. Constraint C2 ensures that
every SRLG is part of at least one cycle.

2) Heuristic: The ILP solution presented in Section V-B1
guarantees Þnding the optimal FL set but its worst case
complexity is exponential in the number of variables. The
ILP formulation also requires enumerating an exponentially
large number of cycles that pass through the monitoring node.
This complexity makes the ILP solution impractical for large
networks. We now develop a heuristic for Þnding a feasible
FL set. In this approach, cycles are added incrementally to the

solution set. When a cyclec is added, it is assigned a tag value.
The tag for theith cycle that is added to the solution is set to
2i! 1. For example, consider the feasible FL set{ c1, c2, c3, c4}
in Figure 1. The tag values assigned to the four cycles are 1,
2, 4, and 8, respectively. For each SRLGψi ! ! , we maintain
a tagtψi that denotes the sum of the tags of cycles selected
thus far and that traverse SRLGψi. For the example network
in Figure 1, the tag values of various SRLGs are shown in
Table I. At any step in the algorithm, if two SRLGs have
the same tag value, then they are covered by the same set of
cycles and hence their failures cannot be uniquely identiÞed.
The algorithm ensures that no two SRLGs have the same tag
value.

SRLG " 1 " 2 (1,2) (2,3) (3,4) (4,1) (2,4) (1,3)
tψ 7 11 5 3 9 15 6 10

TABLE I
TAG VALUES FOR VARIOUSSRLGS OF THE NETWORK INFIGURE 1.

The input to the algorithm is a network graphG(N , L),
a monitoring locationm, and a set of SRLG failures! .
The initial tag value for each SRLGtψi is set to zero. The
algorithm starts by randomly selecting two SRLGsψi andψj

with the same tag value. It then adds to the solution setC a
least-weight cycle that traverses the monitoring nodem and
one of the links" ! ψi \ ψj but does not go throughψj .
The selected cycle is assigned a tag value. The SRLG tags are
then updated. The above procedure is repeated until all the
SRLGs in the network have unique tag values. A pseudocode
for the algorithm is shown in Figure 11. At any stage in the
algorithm, a cycle traversing the monitoring locationm and
link " ! ψi \ ψj but not any of the links inψj can be computed
by removing all the links inψj and then using the procedure
presented in Figure 2. For a given pair of nodes, link-disjoint
paths with the least sum of costs can be obtained using a
modiÞed version of DijkstraÕs algorithm [3], [1], [4]. Notice
that after Þnding an MCc, the link weights associated with
this cycle are incremented by|N | . Such an adjustment along
with the fact that we construct cycles by using two link-disjoint
paths of minimum sum helps in evenly distributing the cycles
among all the links, and hence it limits the number of cycles
that pass through a particular link. Finally, if- ψi : tψi = 0 ,
then an MC containing SRLGψi is added toC.

Complexity: A cycle traversing a nodem and link " may
be obtained inO(|N | log |N | ) time by running two instances
of DijkstraÕs algorithm [1]. The worst-case number of cycles
required to distinguish the failure of two links isO(|! |2) (one
cycle for every link pair). Hence, the worst-case complexity
of our algorithm isO(|! |2|N | log |N | ).

VI. SIMULATION RESULTS

We compare the performance of theMC-1 algorithm with the
optimal results obtained using the ILP solution. We consider
the two topologies shown in Figure 12. These small topologies
are selected because they enable us to obtain the ILP solution



Procedure MC-1
Input: G(N , L), m, !
Output: C

1) &ψ ! ! , tψ = 0 , U = 0 , C = φ, w! = 1 , &" ! L
2) While -{ ψi, ψj} ! ! s.t. tψi = tψj ,

a) c = FindCycle (m,ψi, ψj , w(.), G).
b) &ψk : ψk , c *= φ,

wψk = wψk + |N | , tψk = tψk + 2 U

c) C = C +{c} , U = U + 1
3) If - ψx : tψx = 0 ,

c = FindCycle (m,ψx, φ, w(.), G)
C = C +{c} , U = U + 1

Procedure FindCycle
Input: m,ψx, ψy, w(.), L
Output: c
Choose a link" randomly from the setψx \ ψy. Find a cycle
passing throughm and " by removingψy and using the
procedure mentioned in Figure 2. Two link-disjoint paths
are constructed using minimum sum of two paths and with
link weights asw(.).

Fig. 11. Pseudocode for theMC-1 algorithm with one monitoring location.

(a) NJ-LATA (b) NSFNET

Fig. 12. Network topologies used in the simulations.

using the CPLEX solver [5] in tractable time. For both, NJ-
LATA and NSFNET, we add a few additional links to make
them three-edge-connected and useMC-1 algorithm to Þnd
cycles that can localize any single-link failure (i.e.,! = L ).
For a given network topology, we vary the location of the
monitoring node and report the average number of monitoring-

related wavelengths per link, given by
$

c!C
Lc

|L| , whereLc is
the number of links in a cyclec and C is the set of MCs.
This measure reßects the amount of network resources per
link that are used for link-failure localization. We also report
the number of cycles associated with the monitoring location,
which reßects the setup cost associated with monitoring.

Tables II depict the observed performance. For both topolo-
gies, approximately two wavelengths per link are found
sufÞcient to localize single-link failures. This conÞrms the
effectiveness of our fault localization approach. The results
obtained from theMC$ 1 algorithm are signiÞcantly close to
the ILP solution.

Next, we consider mesh-torus topologies with 16 (4. 4), 25
(5. 5), 36 (6. 6), 49 (7. 7), and 64 (8. 8) nodes. A mesh-torus
is a four-edge-connected graph. We use these topologies with

a single monitoring location to analyze the extra resources
consumed when two links fail simultaneously as opposed
to single-link and adjacent link failures4. Figure 13 shows
the average number of wavelengths per link that are used
for monitoring purposes when single-link, two adjacent links,
and arbitrary two-link failures take place. It is noted that
compared with single-link failure monitoring, almost no addi-
tional resources are consumed in monitoring two-link failures
when such failures occur in adjacent links. An additional 30%
network resource is needed when the two failed links are
arbitrarily located.

Fig. 13. Average number of wavelengths consumed for different mesh-torus
topologies.

A. Monitoring an Arbitrary Network Topology

In this part, we use randomly generated WaxmanÕs topolo-
gies [13] of different average node degrees. For a given topol-
ogy, we determine the required number of monitoring locations
that can detect all single-link failures, i.e.k = 1 , by using the
Placement procedure presented in Section IV. For anyj-
edge-connected component,j = 2 , 3, that requires a monitor,
an internal node is chosen randomly to be the monitoring
location. For the chosen set of monitoring locations, we use
the graph transformation presented in Section IV and then
apply theMC$ 1 algorithm to Þnd the set of paths and cycles
needed to monitor all single-link failures in the network. For
each topology, we report the number of required monitoring
locations and the average number of cycles per link. Figure
14 shows that the average number of required monitoring
locations decreases with the average node degree. Intuitively,
this is true because the average size of a three-edge-connected
component increases with the increase in average node degree.
Figure 15 shows the required average wavelengths per link
for detecting all single-link failures. We make the following
observations from Figures 14 and 15:
1. For sparse networks (average node degree# 2), the average
number of required cycles per link is signiÞcantly small.
This is because for such networks, the number of required
monitoring locations is large. In this case, many links get
monitored by their adjacent nodes.
2. The average number of required cycles per link increases

4Two links are adjacent if they have a common node.



Network NJ-LATA NSFNET
Monitoring node 1 3 5 7 9 11 1 3 5 7 9 11
Number of cycles in FL set (ILP) 8 7 8 8 7 7 6 5 6 6 6 6
Number of cycles in FL set (MC-1) 13 13 16 13 12 10 11 11 12 10 10 10
Average number of cycles/link (ILP) 2.12 1.82 1.72 1.98 1.88 2.04 2.06 2.13 2.17 2.11 2.04 2.06
Average number of cycles/link (MC-1) 3.16 2.42 2.38 2.56 2.7 2.9 3.04 2.65 2.73 2.91 3.00 3.043

TABLE II
SIMULATION RESULTS FOR THEMC-1 PROBLEM.

with the average node degree.
3. For dense topologies, less than 30% of nodes require a

monitor, which is a clear improvement over the technique
presented in [8], in which all nodes need to have a monitor to
detect all single-link failures.
4. For small networks (# 80 nodes), less than three wave-

lengths per link are used, on average, for monitoring purposes.
This shows the effectiveness and low overhead associated with
the presented monitoring technique. For large networks (100
nodes), an average of four wavelengths per link are required.

Fig. 14. Average number of monitoring locations vs. average node degree.

Fig. 15. Average wavelengths per link vs. average node degree.

VII. C ONCLUSIONS

In this paper, we considered the problem of fault localization
in all-optical networks. We described a fault localization
mechanism that uniquely determines SRLG failures by using
monitoring cycles and paths. We provided a necessary and
sufÞcient conditions on (1) the requirements of the fault

localization set; (2) network connectivity for localizing failures
with one monitoring location; (3) the placement of monitoring
locations to obtain a solution. We developed anO(k|L| )
algorithm to calculate the minimum number of required mon-
itoring locations to localize all possible failures involving up
to k links. We described an ILP formulation and a heuristic
approach (MC-1 heuristic) to Þnd the set of cycles that can
localize SRLG failures using a single monitoring location.
Simulation results conÞrm the effectiveness of the proposed
monitoring technique and the presented solutions.
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