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1. Introduction

The advances in computing and communication technologies
and software tools have resulted in an explosive growth in
networked applications and information services that cover
all aspects of our life. These services and applications are in-
herently complex, dynamic and heterogeneous. In a similar
way, the underlying information infrastructure, e.g. the In-
ternet, is large, complex, heterogeneous and dynamic, glob-
ally aggregating large numbers of independent computing and
communication resources, data stores and sensor networks.
The combination of the two results in application develop-
ment, configuration and management complexities that break
current computing paradigms, which are based on static be-
haviors, interactions and compositions of components and/or
services. As a result, applications, programming environments
and information infrastructures are rapidly becoming brittle,
unmanageable and insecure. This has led researchers to con-
sider alternative programming paradigms and management
techniques that are based on strategies used by biological sys-
tems to deal with complexity, dynamism, heterogeneity and
uncertainty.

Autonomic computing is inspired by the human autonomic
nervous system that handles complexity and uncertainties, and
aims at realizing computing systems and applications capable
of managing themselves with minimum human intervention.
In this paper we first give an overview of the architecture
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of the autonomic nervous system and use it to motivate our
approach to develop the autonomic computing paradigm. We
then illustrate how this paradigm can be used to control and
manage complex applications.

2. Motivations: The human autonomic nervous system

The human nervous system is, to the best of our knowledge,
the most sophisticated example of autonomic behavior ex-
isting in nature today [1]. It is the body’s master controller
that monitors changes inside and outside the body integrates
sensory input, and effects appropriate response. In conjunc-
tion with the endocrine system, which is the body’s second
important regulating system, the nervous system is able to
constantly regulate and maintain homeostasis. Homeostasis
is one of the most remarkable properties of highly complex
systems. A homeostatic system (a large organization, an indus-
trial firm, a cell) is an open system that maintains its structure
and functions by means of a multiplicity of dynamic equilib-
riums that are rigorously controlled by interdependent regu-
lation mechanisms. Such a system reacts to every change in
the environment, or to every random disturbance, through a
series of modifications that are equal in size and opposite in
direction to those that created the disturbance. The goal of
these modifications is to maintain internal balances.

The manifestation of the phenomenon of homeostasis is
widespread in the human system. As an example consider
the mechanisms that maintain the concentration of glucose
in the blood within limits—if the concentration should fall



THE AUTONOMIC COMPUTING PARADIGM 7

system to an unstable state. The objective of the whole sys-
tem is to maintain the subsystems (the environment and R) in
a state of stable equilibrium. The primary feedback handles
finer changes in the environment with the existing behavior
sets to bring the whole system to stable equilibrium. The sec-
ondary feedback handles coarser and long-term changes in
the environment by changing its existing behavior sets and
eventually brings back the whole system to stable equilibrium
state. Hence, in a nutshell, the environment and the organism
always exist in a state of stable equilibrium and any activity
of the organism is triggered to maintain this equilibrium.

2.2. The nervous system: A subsystem within Ashby’s
ultra-stable system

The human nervous system is adaptive in nature. In this Sec-
tion we apply the concepts of Ashby’s ultra-stable system
to the human nervous system. The goal is to enhance the
understanding of an adaptive system and help extract essen-
tial concepts that can be applied to the autonomic computing
paradigm presented in the following sections.

As shown in figure 3, the nervous system is divided into
the Peripheral Nervous System (PNS) and the Central Ner-
vous System (CNS). The PNS consists of sensory neurons
running from stimulus receptors that inform the CNS of the
stimuli and motor neurons running from the CNS to the mus-
cles and glands, called effectors, which take action. CNS is
further divided into two parts: sensory-somatic nervous sys-
tem and the autonomic nervous system. Figure 4 shows the

Figure 3. Organization of the nervous system.

Figure 4. Nervous system as part of an ultrastable system.

architecture of the autonomic nervous system modeled after
Ashby’s ultra-stable system.

As shown in figure 4, the Sensory and Motor neurons con-
stitute the Sensor and Motor channels of the ultra-stable sys-
tem. The triggering of essential variables, selection of the input
parameter S and translation of these parameters to the react-
ing part R constitute the workings of the Nervous System.
Revisiting the management of blood-glucose concentration
within physiological limits discussed earlier, the five mech-
anisms that get triggered when the essential variable (con-
centration of glucose in blood) goes out of the physiological
limits change the normal behavior of the system such that
the reacting part R works to bring the essential variable back
within limits. It uses its motor channels to effect changes so
that the internal environment and the system (organism) come
into the state of stable equilibrium. It should be noted that
the environment here is divided into the internal environment
and external environment. The internal environment repre-
sents changes impacted internally within the human system
and the external environment represents changes impacted by
the external world. However, the goal of the organism is to
maintain the equilibrium of the entire system where all the
sub-systems (the organism or system itself, the internal and
external environments) are in stable equilibrium.

2.3. The autonomic computing paradigm

An autonomic computing paradigm, modeled after the au-
tonomic nervous system, must have a mechanism whereby
changes in its essential variables (e.g., performance, fault, se-
curity, etc.) can trigger changes to the behavior of the com-
puting system such that the system is brought back into equi-
librium with respect to the environment. This state of stable
equilibrium is a necessary condition for the survivability of
the organism. In the case of an autonomic computing sys-
tem, we can think of survivability as the systems ability to
protect itself, recover from faults, reconfigure as required by
changes in the environment and always maintain its opera-
tions at a near optimal performance. Both the internal (e.g.
excessive CPU utilization) and the external environment (e.g.
protection from an external attack) impact its equilibrium.
The autonomic computing system requires sensor channels to
sense the changes in the internal and external environment and
motor channels to react to the changes in the environment by
changing itself so as to counter the effects of changes in the
environment and maintain equilibrium. The changes sensed
by the sensor channels have to be analyzed to determine if
any of the essential variables has gone out of their viability
limits. If so, it has to trigger some kind of planning to deter-
mine what changes to inject into the current behavior of the
system such that it returns to equilibrium state within the new
environment. This planning would require wisdom to select
just the right behavior from a large set of possible behaviors to
counter the change. Finally, the motor neurons execute the se-
lected change. ‘Sensing’, ‘Analyzing’, ‘Planning’, ‘Wisdom’
and ‘Execute’ are in fact the keywords used to identify an
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autonomic system [4]. In what follows, we use these concepts
to identify the properties of an autonomic computing system.
We then present the architecture of an autonomic comput-
ing system being developed at The University of Arizona and
Rutgers University, that provides key autonomic middleware
services to support the composition and self-managed execu-
tion of autonomic applications. We will discuss how simple
“un-intelligent” applications are converted into autonomic ap-
plications in a process of dynamic and opportunistic composi-
tion of autonomic components. We then discuss the execution
and management of these applications within our proposed
autonomic computing framework.

3. Properties of an autonomic computing system

An autonomic computing system can be a collection of auto-
nomic components, which can manage their internal behaviors
and relationships with others in accordance to high-level poli-
cies. The principles that govern all such systems have been
summarized as eight defining characteristics [5,6]:

1. Self-Awareness: an autonomic system knows itself and is
aware of its state and its behaviors.

2. Self-Protecting: an autonomic system is equally prone to
attacks and hence it should be capable of detecting and pro-
tecting its resources from both internal and external attack
and maintaining overall system security and integrity.

3. Self-Optimizing: an autonomic system should be able to
detect performance degradation in system behaviors and
intelligently perform self-optimization functions.

4. Self-Healing: an autonomic system must be aware of po-
tential problems and should have the ability to reconfigure
itself to continue to function smoothly.

5. Self-Configuring: an autonomic system must have the abil-
ity to dynamically adjust its resources based on its state
and the state of its execution environment.

6. Contextually Aware: an autonomic system must be aware
of its execution environment and be able to react to
changes in the environment.

7. Open: an autonomic system must be portable across multi-
ple hardware and software architectures, and consequently
it must be built on standard and open protocols and inter-
faces.

8. Anticipatory: an autonomic system must be able to antic-
ipate, to the extent that it can, its needs and behaviors and
those of its context, and be able to manage itself proac-
tively.

Sample autonomic system/applications behaviors include
installing software when it detects that the software is missing
(self-configuring), restart a failed element (self-healing), ad-
just current workload when it observes an increase in capacity
(self-optimizing) and take resources offline if it detects that
these resources are compromised by external attacks (self-
protecting).

Each of the attributes listed above are active research areas
towards realizing autonomic systems and applications. Gen-
erally, autonomic computing addresses these issues in an inte-
grated manner, i.e., configuration, optimizing, protection, and
healing. Further, autonomic management solutions typically
consists of the steps outlined above: (1) the application and
underlying information infrastructure provides information
to enable context and self awareness; (2) system/application
events trigger analysis, deduction and planning using system
knowledge; and (3) plans are executed using the adaptive capa-
bilities of the system. An autonomic system implements self-
managing attributes using the control loops described above to
collect information, makes decisions and adapt as necessary.

An autonomic application can be viewed as a set of in-
teracting components that component need to collaborate to
achieve coherent autonomic behavior. This requires a common
set of underlying capabilities including representations and/or
mechanisms for solution knowledge, system administration,
problem determination, monitoring and analysis, policy def-
inition and enforcement and transaction measurements [7].
For example, a common solution knowledge capability cap-
tures install, configuration and maintenance information in a
consistent manner, and eliminates the complexity introduced
by heterogeneous tools and formats. Common administrative
console functions ranging from setup and configuration to
runtime monitoring and control provide a single platform to
host administrative functions across systems and applications.
Hence they enable users to manage solutions rather than man-
aging individual systems/applications. Problem determination
is one of the most basic capabilities for autonomic elements
and enables it to decide on appropriate actions when heal-
ing, optimizing, configuring or protecting itself. Autonomic
monitoring is a capability that provides an extensible runtime
environment to support the gathering and filtering of data ob-
tained through sensors. Complex analysis methodologies and
tools provide the power and flexibility required to perform
a range of analyses of sensor data, including deriving infor-
mation about resource configuration, status, offered workload
and throughput. A uniform approach to defining the policies is
necessary to support adaptations and govern decision-making
required by the autonomic system. Transaction measurements
are needed to understand how the resources of heterogeneous
systems combine into a distributed transaction execution en-
vironment. Using these measurements, analysis and plans can
be derived to change resource allocations to optimize perfor-
mance across these multiple systems as well as determine
potential bottlenecks in the system.

4. Autonomic computing system: The conceptual
architecture

Figure 5 presents the architecture of an autonomic comput-
ing system from the conceptual point of view. This architec-
ture directly derives from Ashby’s ultra-stable system (refer
figure 2). It consists of the following modules:
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Figure 5. Autonomic computing system: The conceptual view.

4.1. High performance computing environment

This comprises of the high performance computing applica-
tions and their execution environment. The autonomic system
is geared towards self-control and self-management of the
high performance computing environment.

4.2. Environment

The environment represents all the factors that can impact the
high performance computing system. The environment and
the high performance computing system can be two subsys-
tems forming a stable system (refer figure 2). Any change in
the environment causes the whole system to go from a stable
state to an unstable state. This change is then offset by reactive
changes in the high performance computing system causing
the system to move back from the unstable state to a differ-
ent stable state. Notice that the environment consists of two
parts—internal and external. The internal environment con-
sists of changes internal to the application that characterizes
the runtime state of the application. The external environment
can be thought of as characterizing the state of the execution
environment.

4.3. Control

At runtime, the High Performance Computing Environment
can be affected in different ways, for example, it can encounter
a failure during execution, it can be externally attacked or it
may slow down and affect the performance of the entire appli-
cation. It is the job of the Control to manage such situations as
they occur at runtime. The Control has the following engines
to execute its functionalities:

1. Monitoring and Analysis Engine (M&A): Monitors the
state of the high performance computing environment
through its sensors and analyzes the information.

2. Planning Engine (PE): Plans alternate execution strategies
(by selecting appropriate actions) to optimize the behav-
iors (e.g. to self-heal, self-optimize, self-protect etc.) and
operations of the high performance computing environ-
ment.

3. Knowledge Engine (KE): Provides the decision support to
the Control to pick up the appropriate rule from a set of
rules to improve the performance.

The Control realizes its control and management objectives
with the aid of two closed loop control sub-systems, triggered
by application and system sensors (reactive) and online pre-
dictive performance models (proactive), and will manage and
optimize application execution (refer figure 5).

4.3.1. Local control loop
The local or fine control loop will locally manage the behavior
of individual and local system elements on which the compo-
nents execute. This can be viewed as adding self-managing
capabilities to conventional components/elements. This loop
will control local algorithms, resource allocation strategies,
distribution and load balancing strategies, etc. Note that this
loop will only handle known environment states and the map-
ping of environment states to behaviors is encapsulated in its
knowledge engine (KE). For example, when the load on the
system resources exceeds the acceptable threshold value, the
fine loop control will balance the load by either controlling the
local resources or by reducing the size of the computational
loads. This will work only if the local resources can handle
the computational requirements. However, the fine loop con-
trol is blind to the overall behavior and thus cannot achieve
the desired overall objectives. Thus by itself it can lead to
sub-optimal behavior.

4.3.2. Global control loop
At some point, one of the essential variables of the system
eventually exceeds its limits that will trigger the global loop
control subsystem. The global control loop will manage the
behavior of the overall application and will define the knowl-
edge that will drive the local adaptations. This control loop can
handle unknown environment states and uses four cardinals for
monitoring and analysis of the high performance computing
environment i.e., performance, fault-tolerance, configuration
and security. These cardinals are analogous to the essential
variables described in Ashby’s ultra stable system model of
the autonomic nervous system [refer figure 2]. This control
loop acts towards changing the existing behavior of the high
performance computing environment such that it can adapt
itself to changes in the environment. For example, in the pre-
vious load-balancing scenario, the existing behavior of the
high performance computing environment (as directed by the
local loop) was to maintain its local load within prescribed
limits. Doing so blindly may degrade the performance of the
overall system. This change in the overall performance car-
dinal triggers the global loop. The global loop then selects
an alternate behavior pattern from the pool of behavior pat-
terns for this high performance computing environment. The





12 HARIRI ET AL.

whenever is required and for managing all the attributes (e.g.,
performance, fault, security) of the computational component.

Functional port (� ): defines a set of functionalities provided
and used by the autonomic component. � ∈ � × � , where
� is the set of inputs and � is the set of outputs of the
components, and � defines a valid input-output set.

Control port (� ): is the set of tuples (� , � ), where � is a
set of sensors and actuators exported by the component,
and � is the constraint set that controls access to the sen-
sors/actuators. Sensors are interfaces that provide infor-
mation about the component while actuators are interfaces
for modifying the state of the component. Constraints are
based on state, context and/or high-level access polices,
and can control who invokes the interface, when and how
they are invoked.

Operational port (	 ): defines the interfaces to formulate, in-
ject and manage rules, and encapsulates a set of rules
that are used to manage the runtime behavior of the
autonomic component. Rules incorporate high-level guid-
ance and practical human knowledge in the form of con-
ditional if-then expressions, i.e., IF condition THEN ac-
tions. Condition is a logical combination of component
(and environment) sensors and events. Actions consist of
a sequence of invocations of components and/or system
sensors/actuators, and other interfaces. A rule fires when
its condition expression evaluates to be true which causes
the corresponding actions to be executed. Two types of
rules are defined here.

Behavior rules: control the runtime functional behaviors
of autonomic components and applications. For ex-
ample, behavior rules can control the algorithms,
data representations or input/output formats used by
a component and an application.

Interaction rules: control the interactions between com-
ponents, between components and their environ-
ments, and the coordination within an autonomic
application. For example, an interaction rule may
define where a component will get inputs and for-
ward outputs, define the communication mecha-
nisms used, and specify when the component inter-
acts with other components.

5.3.2. Component Runtime Manager (CRM)—The local
control loop

Each autonomic component has its own manager that is dele-
gated to manage its execution. It is the local control subsystem
described above. Its Monitoring and Analysis Engine moni-
tors the component and its context by using the Control (sen-
sor) port interface and analyzes that information to determine
the state of the component. The Planning Engine then checks
to see if that state (the condition in the ‘IF condition THEN
action) matches with any of the states for this component as
stored in the Knowledge Engine. If a match is detected, the PE
picks up the action corresponding to that state (condition) and
the Execution Engine executes that action on the autonomic

component using its Control (actuator) port interface. In other
words one rule from all the set of rules for this component is
fired. These rules are stored in the Knowledge Engine. Note
that each rule is already assigned a priority level. The Plan-
ning Engine uses this information to manage multiple firings
and resolve conflicts [11]. As can be seen here, the local con-
trol loop is only capable of handling known application and
environment states.

5.3.3. Dynamic composition of autonomic components:
Coupled Component Architecture (CCA)

As described above, the application is developed as a compo-
sition of smaller autonomic components. This fact is depicted
in figure 6 where multiple ACs are coupled together to form
one coupled model. At runtime, as the execution proceeds,
new components might be added to the application workflow
and/or old components might be deleted. Thus the applica-
tion workflow dynamically changes its structure at runtime.
The autonomic components should have the capability of cou-
pling and interacting with other autonomic components just
as newly born cells within the human body, adapt into the ex-
isting cell-system automatically and dead cells are gracefully
deleted.

The composition of autonomic components consists of
defining an organization of components and the interactions
among these components. The organization of components is
based on the composition of functional ports (� ), and can be
defined as:

C0 ∝ � ∪ Ci, ∃� C0,u ⊆ ∪ � Ci, p

where C0 is an autonomic component, ∪ Ci is a set of one
or more autonomic components, ∝� denotes the relation “be
functionally composable with”, � C0,u is the functions used by
component C0, and ∪� Ci, p represents the functions provided
by the component set ∪ Ci. This definition says that compo-
nent C0 is functionally composable with components ∪ Ci,
when ∪ Ci can provide all the functions required by C0. This
is similar to the composition defined by component-based
frameworks such as the CORBA [9] and Web services.

Interactions among components define how and when
components interact, the interaction mechanism (messaging,
shared-memory, tuple-space) and coordination model (data-
driven or control-driven). For example, Ccaffeine [12,13] de-
fines interactions as function calls, CORBA [9] uses remote
method invocations, and Web services and Grid services [14]
communicate using XML messages. Interactions may be trig-
gered by an event or may be actively initiated by a component.

Dynamic composition introduces dynamism and uncer-
tainty into both aspects of composition described above, i.e.,
“which components are composed” and “how and when they
interact” are defined only at runtime. Compositions are often
represented as workflow graphs where nodes represent com-
ponents and edges represent interaction relationships between
the components. Using such a workflow graph representation
of composition, dynamic composition consists of (a) node
(component) dynamism—components are replaced, added
to or deleted from the workflow, and (b) edge (interaction)
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dynamism—interaction relationships are changed, added to
or deleted from the workflow.

In a HPCE there could be several autonomic applications
running. Each autonomic application has its own comput-
ing environment that we refer to it as Application Execution
Environment (AEE) and managed by the ARM as shown in
figure 6.

6. Illustrative example: Distributed wildfire simulation

In this section we introduce a wildfire simulation and then
show how we can automate such an application using our
Autonomic Computing Architecture and the proposed frame-
work.

6.1. Distributed wildfire simulation

The wildfire spread model, among other things predicts
average fire spread as the fire propagates based on both static
and dynamic conditions and allows uncertainty to be incor-
porated into the model by having certain fire spread input
parameters to be modeled as random variables sampled from
arbitrary probability distributions. This allows for a more re-
alistic approach to setting fire spread parameters that cannot
be determined with certainty. The model also allows for sim-
ple rules for forest fire fighting scenarios to be implemented
and thus provides a flexible platform for studying the effect
of pouring water on forest cells.

In our forest fire model, the forest is represented as a 2-D
cell-space composed of cells of dimensions l × b (l: length, b:
breadth). For each cell there are eight major wind directions N,
NE, NW, S, SE, SW, E, W.In our architecture, a group of such
individual cells will together constitute, a Computational Unit
(CU). The weather and vegetation conditions are assumed to
be uniform within a cell, but may vary in the entire cell space.
A cell interacts with its neighbors along all the eight directions
as listed in figure 9.

When a cell is ignited, its state will change from “un-
burned” to “burning”. During its “burning” phase, the fire
will propagate to its eight neighbors along the eight direc-
tions. The direction and the value of the maximum fire spread
rate within the burning cell can be computed using Rother-
mel’s fire spread model [15], which takes into account the
wind speed and direction, the vegetation type, the fuel mois-
ture and terrain type, such as slope and aspect, in calculating
the fire spread rate. When the simulation time advances to the
ignition times of neighbors, the neighbor cells will ignite and
their states will change from “unburned” to “burning”. In a

Figure 9. Fire directions after ignition.

similar way, the fire would propagate to the neighbors of these
cells.

The wildfire simulation model used in this paper is based
on fireLib [16], which is a C function library for predicting
the spread rate and intensity of free-burning wildfires. We
parallelized the sequential version of the fire simulation using
MPI. This parallelized fire simulation divides the entire cell
space among multiple processors such that each processor
works on its own portion and exchanges the necessary data
with each other after each simulation time step.

6.2. Autonomic wildfire simulation

In this Section we will describe how to apply our Autonomic
Computing Framework to autonomously run the wildfire sim-
ulation as shown in figure 10.

6.2.1. General process
The Autonomic Runtime Manager is responsible for setting up
the execution environment for the wildfire application. Once
the application is running, ARM will manage the application
execution at runtime to improve performance, accuracy and
scalability.

The ARM main modules include (see figure 10) 1. On-
line Monitoring and Analysis, 2. Autonomic Planning and
Scheduling. The Online Monitoring module (step 1,2 and 6)
interfaces with different sensors located on each resource in-
volved in the execution of the wildfire simulation. Those sen-
sors monitor the current state of the fire simulation in terms of
the number and the locations of burning cells and unburned
cells. In addition, the sensors monitor the states of the re-
sources, such as the CPU load, available memory, network
load etc. The runtime state information is stored in a database.
The Online Analysis module (step 3) analyzes the runtime us-
age information of the wildfire simulation and then determines
whether or not the current workload distribution needs to be
changed.

The Autonomic Planning engine partitions the wildfire
simulation domain into sub-domains, such as Natural Regions
(NRs), where each region has the same temporal and spatial
characteristics (e.g., burned (NR1), burning (NR2), and un-
burned regions (NR3)). Based on the objectives of the analysis
(e.g., accurate vs coarse simulations), the Autonomic Plan-
ning and Scheduling engine will use the resource capabil-
ity models as well as performance models associated with
the computations, and the knowledge repository to select the
appropriate wildfire models and parameters for each region
and then decompose the computational workloads for each
Natural Region into schedulable Computational Units (CUs)
(step 4). Based on the availability of computing resources and
their access policies, the Scheduler will dynamically schedule
the CUs to run on clusters of high performance workstations,
massive parallel computers, and/or distributed/shared mem-
ory multiprocessor systems (step 5). It is to be noted here that
the ARM hides the underlying heterogeneity of the execu-
tion environment from the user and can interface the wildfire
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Figure 10. Wildfire spread execution within the autonomic computing framework.

simulation to different types of execution models and differ-
ent types of resources harnessing the maximum utilization of
features and capabilities of the underlying environment.

6.2.2. Specific scenario
In this Section, we will apply the process described in the
previous section to the specific scenario of wildfire spread
shown in figure 11 and explain it in the light of figure 10.
Figure 11 shows the state of the wildfire simulation application
at three different instants of simulation time.

The user first composes the application and submits its
specifications using the framework application management
editor. In this step, the user defines the main tasks/components
and the specifications of each component such as—what veg-
etation map to use, which terrain map to use, which wind mod-
els to use, what is the problem size, what is the initial ignition
point, number of processors, OS and memory requirements
and so on. This information is stored in the AIK Repository
(refer Section 5.2.1). In addition, users define the policies that
must be followed to control and manage the application at
runtime. To do the planning efficiently, the ARM uses the
knowledge repository that stores the rules that need to be fol-
lowed for each condition and identifies the rules that must be
fired and consequently the actions that must be taken.

In this application, the entire cell space is divided into
smaller groups of cells and distributed on available resources
for execution. Each such group of cells form one or more
Computational Units (CU) that are defined according to the
Autonomic Component Architecture (refer Section 5.3.1).

With reference to figure 10, the Autonomic Runtime Man-
ager consists of two main modules. We explain below, the
roles played by each module in the execution and runtime
management of the wildfire simulation as shown by the three
scenarios in figure 11.

Figure 11. Fire propagation with time. The grid reflects resource allocation
plan to the application at runtime.
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